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MFA PROFILE FLOWS
Mobile Web Prototype Pages
Verification Settings > Security
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@ TOYOTA Log OFff

FINANCIAL SERVICES

Security
i |Email Address Settings >
Security Phone Number by
B | Preferred Verification Method >
2-Step Verificafion 5

I If yvou would like to change fo your username or
password, you can login to your account on
desktop or mobile browser and do so there.

f? & o

Home Privacy Terms

TFS mWeb Proposed Content

[arrow]
Center Nav: [Toyota Financial Services Logo]

Security

Account Management Email >

Security Phone Number >

Security Verification Method >

2-Step Verification >

To change your username or password, login t

your account from your desktop or mobile
browser.

\ LFS mWeb Proposed Content

[arrow]
Center Nav: [Lexus Financial Services Logo]

Security

Account Management Email >

Security Phone Number >

Security Verification Method >

2-Step Verification >

To change your username or password, log in to
your account from your desktop or mobile

browser.




Email Address Settings > Edit Email

@ TOYOTA

i [Email Address

Account Management Email

john.doe@gmail.com

Profile
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Confirm New Account Management Email

n Save Changes >

I Your Markeling Preferences )

changed with regards to this email address,
alter these preferences, you can login 1o your ac
count an any browser and alter them within your

ft i

Home Privacy

Terms

un
[}

[arrow]
Center Nav: [Toyota Financial Services Logo]

[arrow]
Center Nav: [Lexus Financial Services Logo]

Account Management Email

IAccount Management Email

Account Management Email

Account Management Email

[info bubble]
This email address is our primary point of contact with

[info bubble]

This email address is our primary point of contact with

you related to your TFS account. If you enroll in Pay
Online, you will receive all correspondence at this email
address.

[email address]

Confirm New Account Management Email
[email address]

Button [Cancel]

you related to your LFS account. If you enroll in Pay
Online, you will receive all correspondence at this email
address.

[email address]

Confirm New Account Management Email
[email address]

Button [Cancel]

Button [Save]

Button [Save]




Email Address Settings > Password Confirmation

Password Confirmation

F*Ir.'-ﬂw provide your password below to
confirm the change to your profile details.

Password

Cancel Submit

Password Confirmation

Please provide your password below to confirm the
change to your Account Management Email.

Password
[text box]

Submit [Cancel]
Button [Submit]

Password Confirmation

Please provide your password below to confirm the
change to your Account Management Email.

Password
[text box]

Submit [Cancel]
Button [Submit]




Email Address Settings > Email Verification
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& TOYOTA Log Off

l Email Verification

HZEN

I Enter the code sent to your email

j****doe@gmail.com

I Enter Code

I Resend Email Code

Cancel
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Home Privacy Terms

[arrow]
Center Nav: [Toyota Financial Services Logo]

Security Code Verification
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]

Email New Verification Code
Cancel

[arrow]
Center Nav: [Lexus Financial Services Logo]

Security Code Verification
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]

Email New Verification Code
Cancel




Email Address Settings > Confirmation

Confirmation

1 Your Account Email Address has been

updated.

Confirmation

Confirmation

Your Account Management Email has been updated

Your Account Management Email has been updated.

Button [Continue]

Button [Continue]




Security Phone Number > Edit Phone Number
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@ TOYOTA

Security Phone Number

Your cumrent Security Phone Mumber is:

Mobile: [***] **5-**34 B Delete

If you want fo change the Security Phone

Mumber, please enter a new one below.

New Security Phone Number @ 3

Log Off

[arrow]
Center Nav: [Toyota Financial Services Logo]

Security Phone Number

[arrow]
Center Nav: [Lexus Financial Services Logo]

Security Phone Number

Marketing Consent I
By checking any of the "Receive Marketing Offers" bo

Marketing Consent
By checking any of the "Receive Marketing Offers" box

below in connection with each telephone number being
provided by you and clicking the "Save Changes"
button, you authorize us to initiate telemarketing calls
and text messages to the telephone number using an
automatic telephone dialing system and/or an artificial
or prerecorded voice. You are not required to agree to
this Marketing Consent to obtain any goods and/or
services from us.

Your current Security Phone Number is:

[phone type] :(¥**)***-**** [trash icon] Delete

If you want to change your Security Phone Number, I
please enter a new one below.

New Security Phone Number
[info bubble]By providing your telephone number, ya I

agree that we may deliver verification codes to this
number using an auto dialer and/or prerecorded,

below in connection with each telephone number being
provided by you and clicking the "Save Changes"
button, you authorize us to initiate telemarketing calls
and text messages to the telephone number using an
automatic telephone dialing system and/or an artificial
or prerecorded voice. You are not required to agree to
this Marketing Consent to obtain any goods and/or
services from us.

Your current Security Phone Number is:
[phone type]: (¥**)***-**** [trash icon] Delete

If you want to change your Security Phone Number,
please enter a new one below.

New Security Phone Number

[info bubble]By providing your telephone number, you
agree that we may deliver verification codes to this
number using an auto dialer and/or prerecorded,

Phone Type artificial voice messages. artificial voice messages.
Select One W
Phone Type Phone Type
[Dropdown] [Dropdown]
I By providing your telephone number, you agree R ellzsime
that we deliver verification codes to this number Mobile Mobile
using an auto dialer and/or prerecorded, artificial Landline Landline

voice message.
[radio button] Text Me
[radio button] Call Me

[radio button] Text Me

Mote: Plecse be aware that anyone with access [radio button] Call Me

to your email or phonemay be able to log in into
your account, view your account information,
and change your seftings.

[check box] Receive Marketing Offers (Optional) I [check box] Receive Marketing Offers (Optional)
Cancel n Save Changes > 4
Note: Please be aware that anyone with access to your

Note: Please be aware that anyone with access to your
ﬂ ﬂ i email or phone may be able to login into your account, email or phone may be able to login into your account,
Home Privacy Terms

Message & data rates may apply. Message & data rates may apply.

view your account information, and change your view your account information, and change your
settings. settings.

I Button [Cancel]

Button [Cancel]
Button [Save] I

Button [Save]




Security Phone Number > Password Confirmation

Password Confirmation

1 Please provide your password below to
confirm the change to your profile details.

Password

Cancel Submit

Password Confirmation

Please provide your password below to confirm the
change to your Security Phone Number.

Password
[text box]

Submit [Cancel]
Button [Submit]

Password Confirmation

Please provide your password below to confirm the

change to your Security Phone Number.

Password
[text box]

Submit [Cancel]
Button [Submit]




Security Phone Number > Phone Verification
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Phone Verification

Enter the code sent to your phone number

(***) **5.%*34

123456

I Resend Phone Number Code

Call Phone Number Instead of Tex I

Cancel

TRUSTe

©
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Home Privacy Terms

[arrow]
Center Nav: [Toyota Financial Services Logo]

Security Code Verification
[phoneicon]
A verification code was sent to (***) *** . 1234

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number

Edit Phone Number
Call Phone Number Instead of Text I
Cancel

[arrow]
Center Nav: [Lexus Financial Services Logo]

Security Code Verification
[phone icon]
A verification code was sent to (***) *** . 1234

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number
Call Phone Number Instead of Text I
Cancel
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Security Phone Number > Confirmation

Confirmation

Your Security Phone Number has been
updated.

Confirmation
Your Security Phone Number has been updated.

Button [Continue]

Confirmation
Your Security Phone Number has been updated.

Button [Continue]
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Security Verification Method >

| & TOYOTA

Preferred Verification Method

I Optfionally, select the default method you would
like to receive your security code each time our
system needs to verify your identity.

I @ MOME (1 will select each fime)

By an email to **doe@gmail.com

By o text to (*%*) **5-**34

By a phone call to (***) **5-**34

f & £

Home Privacy Terms

[arrow]
Center Nav: [Toyota Financial Services Logo]

[arrow]
Center Nav: [Lexus Financial Services Logo]

Security Verification Method

Security Verification Method

During login you may be asked to verify your identity
you’ve selected 2-step verification or we identify a rig

During login you may be asked to verify your identity if

lyou’ve selected 2-step verification or we identify a risk.

Please select your preferred verification method.

If you do not select a default, you can still choose how
you would like to verify your identity when you log in.

Please select your preferred verification method.

If you do not select a default, you can still choose how
you would like to verify your identity when you log in.

[radio button] No Default Method (Select method at
login)

[radio button] No Default Method (Select method at

login)

[radio button] Email to j*****oe@gmail.com
[radio button] Text to (2**) ***-1234

[radio button] Call to (2**) ***-1234

[radio button] Email to j*****oe@gmail.com
[radio button] Text to (2**) ***-1234

[radio button] Call to (2**) ***-1234
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Security Verification Method > Confirmation

Confirmation

'T'U'-”' Default Verification Method has been
updated.

Confirmation

Your Security Verification Method has been updated

Button [Continue]

Confirmation
Your Security Verification Method has been updated.

Button [Continue]
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2-Step Verification >

Optiondlly, select the default method you would
like to receive your security code each firme our
systemn needs to verify your identity.

(® on

Off

2-Step Verification

(always challenge me)

[enly challenge me when security
is high)

f

Home

[~ (]

Privacy

[arrow]
Center Nav: [Toyota Financial Services Logo]

2-Step Verification

[arrow]
Center Nav: [Toyota Financial Services Logo]

2-Step Verification

For additional security, 2-step verification requires yd
to enter your username, password and verification co|

For additional security, 2-step verification requires you

to enter your username, password and verification code

whenever you log in. The verification code is sent to
your preferred verification method ( text, call or email).

On (always challenge me) [radio button]

Off (only challenge me when security risk is high) [radio
button]

whenever you log in. The verification code is sent to
your preferred verification method ( text, call or email).

On (always challenge me) [radio button]

Off (only challenge me when security risk is high) [radio
button]
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2-Step Verification > Confirmation

Confirmation

Your 2-Step Verification has been updated.

Confirmation
Your 2-Step Verification has been updated.

Button [Continue]

Confirmation
Your 2-Step Verification has been updated.

Button [Continue]
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