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1.0 REGISTRATION — ORGANIC

Page mApp Prototype Pages TFS Proposed Content LFS Proposed Content
1.1 Registration EBA OC/TC page 1
Center Nav: [Toyota Financial Services Logo] Center Nav: [Lexus Financial Services Logo]
@ TOYO A Mobile Device Application Consent to Electronic Communications Agreements

FINANCIAL SERVICES and Agreements (Effective March 2013)

(Effective November 2014)
Step 1 of 2: Electronic Communications and Agreements

Application Online Privacy Policy

Step 1 of 2: Electronic Communications and Agreements
Placeholder text
(Effective March 2013) Placeholder text

Step 1 of 2: Electronic Communications & Button [ “Cancel’]
Agreements Button [ “Cancel”] Button [ “Agree”]

. Button [ “Agree”]
Larerm lpsum is simply dumimy text of the printing and
typesetting industry. Lorem |psum has been the indus-
try's standard dummy text ever since the 1500s, when
an unknown printer took o galley of type and
scrambled it to make a type specimen book. It has
survived not only five centuries, but also the leap into
electronic  typesetting, remaining  essentially  un-
changed.

t was popularised in the 19408 with the release of Le-
traset sheets containing Lorem lpsum passages, and
more recently with desktop publishing software like
Aldus PageMaker including versions of Lorem Ipsum.

TRUSTe




1.2

Registration EBA OC/TC page 2

=l i

@ TOYOTA

FINANCIAL SERVICES

Application Online Privacy Policy

(Effective March 2013)

Step 2 of 2: Mobile Applications Policies &
Agreements

Lorerm lpsum is simply dummy text of the printing and
typesetting industry. Lorem lpsum has been the indus-
try's standard dumrmy text ever since the 15008, when
an unknown printer fock a galley of type and
scrambled it fo make a fype specimen book. It has
survived not only five cenfuries, but also the leap info
electronic  typesefting, remaining  essentially  un-
changed.

twas popularized in the 19480s with the release of Le-
fraset sheets containing Lorem Ipsum passages, and
more recently with desktop publishing software like
Aldus PageMaker including versions of Lorem lpsum.

TRUSTe

Center Nav: [Toyota Financial Services Logo]

Mobile Device Application Policies and Agreements
(Effective November 2014)

Step 2 of 2: Mobile Device Application Policies and Agreements
Placeholder text

Button [ “Cancel”]
Button [ “Agree”]

Center Nav: [Lexus Financial Services Logo]

Agreements
(Effective March 2013)

Step 2 of 2: Mobile Application Policies and Agreements
Placeholder text

Button [ “Cancel”]
Button [ “Agree”]




1.3

Account Information

@ TOYOTA

Scan My Bill

I What type of account do you have?

Select Here

I hat is the role on the account?

Select Here

First Name

Last Name

I WVehicle Account Number

g Last 4 Digits of your SSN

TRUSTa

=l b ¢

[arrow]
Center Nav: [Toyota Financial Services Logo]

Registration
Account Information

Scan Bill for Name & Account Number
[icon] Scan My Bill (arrow]

Account Type
[drop down field]

Role on Account
[drop down field]

First Name
[text box]

Last Name
[text box]

Account Number

[info bubble]

You can find your account number on your billing statement. Please
do not include any special characters such as %, - or spaces

[text box]

Last 4 Digits of your SSN / Tax ID
[text box]

Button [Continue]

[arrow]
Center Nav: [Lexus Financial Services Logo]

Registration
Account Information

bcan Bill for Name & Account Number

icon] Scan My Bill (arrow]

Account Type
drop down field]

Role on Account

1drop down field]

First Name
[text box]

Last Name
[text box]

I Account Number
info bubble]

You can find your account number on your billing statement. Please
do not include any special characters such as %, - or spaces
[text box]

I ast 4 Digits of your SSN / Tax ID
text box]

Button [Continue]




1.4

Registration — Create Profile

1

Username| 2

Password | 3

TRUSTe

e

Confirm Password| 4

Account Management Email 5

@ TOYOTA

Confirm Account Management Email

— (=
<.l 1 8:

Continue >

[arrow]
Center Nav: [Toyota Financial Services Logo]

Registration
Profile Information

Username

[info bubble]

Please create a unique username that is 6 to 20 characters in length
It must be alphanumeric, include no spaces or be an email address.
[text box]

[arrow]
Center Nav: [Lexus Financial Services Logo]

Registration
rofile Information

Jsername

info bubble]
lease create a unique username that is 6 to 20 characters in length.

Password
Password is case sensitive

[eye icon] Show/Hide
[text box]

Confirm Password

[eye icon] Show/Hide
[text box]

Account Management Email

It must be alphanumeric, include no spaces or be an email address.
[text box]

Password

Password is case sensitive
[eye icon] Show/Hide
[text box]

Confirm Password
[eye icon] Show/Hide
[text box]

ccount Management Email

[info bubble]

This email address is our primary point of contact with you related {

[info bubble]
This email address is our primary point of contact with you related to

your TFS account. If you enroll in Pay Online, you will receive all Pay
Online correspondence at this email address.

Confirm Account Management Email
[text box]

[check box] Receive Marketing Offers (Optional)
[info bubble] In the future, you may receive marketing email

communications. This may include product news and information,
updates on model launches and invitations to exclusive events.

Button [Cancel]
Button [Continue]

your LFS account. If you enroll in Pay Online, you will receive all Pay
Online correspondence at this email address.

Confirm Account Management Email
[text box]

[check box] Receive Marketing Offers (Optional)

[info bubble] In the future, you may receive marketing email
communications. This may include product news and information,
updates on model launches and invitations to exclusive events.

Button [Cancel]
Button [Continue]




Registration — MFA setup — Email and (optional) Phone

[arrow] [arrow]
Center Nav: [Toyota Financial Services Logo] Center Nav: [Lexus Financial Services Logo]

& TOYOTA

Registration Registration

FINANCIAL SERVICES

Security Setup Security Setup

To help verify your account, we’ll send a code to your email addres To help verify your account, we’ll send a code to your email address.

To secure your accunt, we'll send a code to your
em dress.

I Email Address

Account Management Email
[email address]

Account Management Email
[email address]

Phone (Recommended)
It’s optional, but verifying your phone number now can save you ti

Phone (Recommended)
While it’s optional, verifying your phone number now can save you

1
2
3
4
]
6

RLTETT

| oe@gmail.com in the future by giving you easy access to your account on the go. (like | time in the future by giving you easy access to your account on the
when you can’t access your email). go.
For additional security, you can also verify your Phone Type Phone Type
I E:hone number. We will ask you to provide codes [Dropdown] [Dropdown]
rom both phone and email to continue. Select One Select One
Mobile Mobile
Landline Landline
Phone Number (optional) I
[radio button] Text Me [radio button] Text Me
[radio button] Call Me radio button] Call Me
Phone Type Message & data rates may apply. I essage & data rates may apply.
Selecl Here " I

By providing your telephone number, you agree that we may delive I By providing your telephone number, you agree that we may deliver
verification codes to this number using an auto dialer and/or Merification codes to this number using an auto dialer and/or

_ I prerecorded, artificial voice messages. prerecorded, artificial voice messages.
@ Text Me Call Me
Note: Please be aware that anyone with access to your email or I Note: Please be aware that anyone with access to your email or
phone may be able to login into your account, view your account phone may be able to login into your account, view your account
I Data rates may apply. I information, and change your settings. information, and change your settings.
I Mote: Individuals with access to your devices and ulti- Button [Cancel] Button [Cancel]
mately the confact points entered above will be able to Button [Send Verification] . Button [Send Verification]
change your password amongst other account settings
I and refrieve all of your customer data. Please be cau- .
tious.

Send Verification J .




1.6

Code sent/ Customer Enters the emailed verification code

S TOYOTA

1 Email Verification

/N

I Enter the code sent to your email:

i¥***oe@gmail.com

I Enter Code

Resend Email Code

Edit Email Address

[arrow]
Center Nav: [Toyota Financial Services Logo]

Security Code Verification
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]
Email New Verification Code

Edit Account Management Email
Cancel

[arrow]
Center Nav: [Lexus Financial Services Logo]

Security Code Verification
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]
Email New Verification Code

Edit Account Management Email
Cancel




1.7

Modal If the customer exceeds the number of attempts with the first
verification code

New Verification Code

New Verification Code

You've exceded the number of entries for
this particular verification code. We've gong

ahead and sent you another one as it may
have better luck getting to your email or

phone number than the link
: ﬁ_

New Verification Code

You have exceeded the number of entries for this verification code.

Tap the Send Code button to receive a new verification code. You
have five chances to enter the code correctly before receiving an
error message.

New Verification Code

ou have exceeded the number of entries for this verification code.

Account Management Email

info bubble] This email address is our primary point of contact wit

you related to your TFS account. If you enroll in Pay Online, you will

receive all correspondence at this email address.
[text box]

Button [Send Code]

Tap the Send Code button to receive a new verification code. You
have five chances to enter the code correctly before receiving an
error message.

Account Management Email

[info bubble] This email address is our primary point of contact with
you related to your LFS account. If you enroll in Pay Online, you will
receive all correspondence at this email address.

[text box]

Button [Send Code]




1.8

If code is entered incorrectly and the customer has exceeded code
verification aattempts

=.l | 8

Something Isn't Working

You've exceded the maximum number of

. code verification attempts. When you're
ready, you can log back in to re-attempt the
registration process.

1

Something Isn’t Working

lYou have exceeded the number of code verification attempts. Whe

lyou’re ready, you can log back in to restart the registration process.

Button [Close]

1

Something Isn’t Working

ou have exceeded the number of code verification attempts. When
ou’re ready, you can log back in to restart the registration process.

Button [ Close]

10




1.9

Check SPAM / Junk Folder (If “Resend Email Code” is selected)

Check SPAM / Junk Folder

. It is possible that our verification code email

I8 ended up in your SPAM or Junk folder of
your email acount. Please check if it has
been sent there.

Would you still like us to resend your
verification code?

Resend Code

Check SPAM / Junk Folder

It is possible that our verification code email may have ended up in
the SPAM or Junk folder of your email account. Please check to see if
it has been sent there.

Check SPAM / Junk Folder

1 is possible that our verification code email may have ended up in
e SPAM or Junk folder of your email account. Please check to see if

it has been sent there.

Would you still like us to send you another verification code?

Would you still like us to send you another verification code?

Button [Cancel]
Button [Send Code]

Button [Cancel]
Button [Send Code]

11




1.10

Edit Email Address (If “Edit Email Address” is selected)

0o

3 Email Address

TRUSTe

G

& TOYOTA

FINANCIAL SERVICES

John.doe@gmail.com

4 |Your Accouni Management email s used for all
account-related alerfs (e.g.. biling nofifications).

Save Changes

[arrow]
Center Nav: [Toyota Financial Services Logo]

Edit Account Management Email

Edit or enter a new Account Management email address, and we’ll
send a new verification code. Changing your Account Management

email address will not only change the address to where the
verification code is sent, it will also replace the Account Management
email address you previously entered.

Account Management Email

[arrow]
Center Nav: [Lexus Financial Services Logo]

Edit Account Management Email

Edit or enter a new Account Management email address, and we’ll
send a new verification code. Changing your Account Management
email address will not only change the address to where the
verification code is sent, it will also replace the Account Management
email address you previously entered.

Account Management Email

[info bubble] This email address is our primary point of contact with
you related to your TFS account. If you enroll in Pay Online, you will
receive all correspondence at this email address.
[text box]

[[info bubble] This email address is our primary point of contact with
you related to your LFS account. If you enroll in Pay Online, you will
receive all correspondence at this email address.

[text box]

Button [Cancel]
Button [Save Changes]

Button [Cancel]
Button [Save Changes]

12




1.11

Enter Active Code (warning message)

Maxed Out

The allowed number of verification codes
has been used. We cannaot allow anymore
codes to be sent out. You still have 5
atempts to submit an active verification

code that was last sent out

Enter Verification Code

Enter Verification Code

Your first verification attempt was unsuccessful. A second verificati
code has been sent. You only have 5 attempts left to submit this

our first verification attempt was unsuccessful. A second verification
code has been sent. You only have 5 attempts left to submit this

verification code.

verification code.

Button [Send Code]

Button [Send Code]

13




1.12

FINANCIAL SERVICES

i |Phone Verification

(3##) ***'1234

12345

I Resend Phone Number Code

Edit Phone Number

Call Phone Nurmber Instead of Text

I Skip Phone Verification

Phone verification by text (if phone verification is selected)

=l 0

I I Enter the code sent to your phone number:

6

Center Nav: [Toyota Financial Services Logo]
Security Code Verification

[ phone icon]

A verification code was sent to (¥**) *** - 1234

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

Cancel

Center Nav: [Lexus Financial Services Logo]
Security Code Verification

[phone icon]

A verification code was sent to (¥**) *** - 1234

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

Cancel

14




1.13

Phone verification with a call (if phone verification is selected)

—
=l B

FINANCIAL SERVICES

i | Phone Verification

(SSS} ***'1234

123456

Resend Phone Number Code

Edit Fhone Number

Cdall Fhone Number Instead of Text

skip Phone Verification

I Enter the code sent to your phone number:

Center Nav: [Toyota Financial Services Logo]
Security Code Verification
[ phone icon]

You should receive a call with the verification code at (¥**) *** -
1234

Enter Verification Code
[numeric input field]

Button [ “Verify”]

Send New Verification Code to Phone Number
Edit Phone Number

Text Phone Number instead of Call

Skip Phone Verification

Cancel

Center Nav: [Lexus Financial Services Logo]
Security Code Verification
[phone icon]

You should receive a call with the verification code at (¥**) *** -
1234

Enter Verification Code
[numeric input field]

Button [ “Verify”]

Send New Verification Code to Phone Number
Edit Phone Number

Text Phone Number instead of Call

Skip Phone Verification

Cancel

15




1.14

Modal If the customer exceeds the number of attempts with the first

verification code

New Verification Code

You've exceded the number of entries for
this particular verification code. We've gone
ahead and sent you another one as it may
have better luck getting to your email or
phone number than the link

You have 1 code(s) left that our system can
send out for this session. Don't worry if you
run, we can send you more codes by
providing the right information.

You will have 5 tries when the new code is
sent out.

Phone Number

Phone Type

Text Me

() calme

New Verification Code

You have exceeded the number of entries for this verification code.

Tap the Send Code button to receive a new verification code. You
have five chances to enter the code correctly before receiving an
error message.

Phone Number
[text box=XXX-XXX-XXXX]

Phone Type
[Dropdown]
Select One
Mobile
Landline

Text Me [radio button]
Call Me [radio button]

Message & data rates may apply.
By providing your telephone number, you agree that we may deliv

New Verification Code

ou have exceeded the number of entries for this verification code.

verification codes to this number using an auto dialer and/or
prerecorded, artificial voice messages.

This is the last code provided for this session.

Button [Send Code]

Tap the Send Code button to receive a new verification code. You
have five chances to enter the code correctly before receiving an
error message.

Phone Number
[text box=XXX-XXX-XXXX]

Phone Type
[Dropdown]

Select One

Mobile

Landline

Text Me [radio button]
Call Me [radio button]

Message & data rates may apply.

By providing your telephone number, you agree that we may deliver
verification codes to this number using an auto dialer and/or

prerecorded, artificial voice messages.

This is the last code provided for this session.

Button [Send Code]

16




1.15

Modal If “Send New Verification Code to Phone Number” is tapped

<.l | 8:02

Reser‘-d Phone Number Code

A new code has been sent to your mobile
device by text. If you do not receive a code,
ensure your device has proper connection.

If you do not have a conection, you can click
“Call Instead o wt” and a call will be
initiated to provide you with a new
confirmation code,

Send Phone Number Code

end Phone Number Code

A new verification code will be sent. If you do not receive a code, taj
Cancel, then select Call Phone Number Instead of Text and a call will

new verification code will be sent. If you do not receive a code, tap
ancel, then select Call Phone Number Instead of Text and a call will

be initiated to provide you with a new verification code.

Button [Cancel]

be initiated to provide you with a new verification code.

Button [Continue]

utton [Cancel]
utton [Continue]

17




1.16

Modal If “Send New Verification Code to Phone Number” is tapped -
Customer has chosen phone call instead of text during Security Setup.

<.l | 8:02

Reser‘-d Phone Number Code

A new code has been sent to your mobile
device by text. If you do not receive a code,
ensure your device has proper connection.

If you do not have a conection, you can click
“Call Instead of Text” and a call will be
initiated to provide you with a new
confirmation code,

Resend Code

Send Phone Number Code

You should receive a call with a new verification code. If you do not
receive a call with a code, tap Cancel, and select Text Phone Numbe

end Phone Number Code

ou should receive a call with a new verification code. If you do not

Instead of Call and a text will be sent to you with a new verification
code.

Button [Cancel]
Button [Continue]

Jeceive a call with a code, tap Cancel, and select Text Phone Number
Instead of Call and a text will be sent to you with a new verification
code.

n

utton [Cancel]
utton [Continue]

18




1.17

Modal If the customer exceeds the number of attempts with the second

verification code

Phone Verification Tries Exceeded

Please go to your settings to try again
Lorem ipsum dolor sit amet, ¢ tetur

adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua.

Ut enim ad minin
exercitation u
X 83 ComiT

quis nostrud
co laboris nisi ut aliquip
o consequat. Duis aute irure

-

Phone Verification Code Entries Exceeded

You have exceeded the number of entries for this verification code.

Since we have verified your Account Management Email, you can s
continue the registration process. Keep in mind that your phone
number is optional, and it can be verified on the Security settings
page at a later time.

Let’s continue.

Button [Continue]

Phone Verification Code Entries Exceeded

You have exceeded the number of entries for this verification code.
Since we have verified your Account Management Email, you can still
continue the registration process. Keep in mind that your phone
number is optional, and it can be verified on the Security settings
page at a later time.

Let’s continue.

Button [Continue]

19




1.18

Edit Phone Number

@ TOYOTA

Phone Number

Phone Type

Select Here e
Text Me Call Me

Data rates may apply.

Note! Individuals with access to your devices and ulfi-
mately the contact points entered above will be able to
change vour password amongst other account settings
and retrieve all of your customer data. Please be cau-
tious.

E Save Changes b

TRUSTe

[arrow]
Center Nav: [Toyota Financial Services Logo]

Edit Phone Number
Update your phone and we’ll send you a new verification code.

Phone Number
[text box]
Phone Type
[Dropdown]
Select One
Mobile
Landline

[radio button] Text Me
[radio button] Call Me

Message & data rates may apply.

By providing your telephone number, you agree that we may deliv

verification codes to this number using an auto dialer and/or
prerecorded, artificial voice messages.

Note: Please be aware that anyone with access to your email or

phone may be able to login into your account, view your account

information, and change your settings.

Button [Cancel]
Button [Save & Continue]

[arrow]
Center Nav: [Lexus Financial Services Logo]

Edit Phone Number
Ppdate your phone and we’ll send you a new verification code.

Phone Number
[text box]
Phone Type
[Dropdown]
Select One
Mobile
Landline

[radio button] Text Me

[radio button] Call Me

Message & data rates may apply.

By providing your telephone number, you agree that we may deliver
verification codes to this number using an auto dialer and/or
prerecorded, artificial voice messages.

Note: Please be aware that anyone with access to your email or
phone may be able to login into your account, view your account

information, and change your settings.

Button [Cancel]
Button [Save & Continue]

20




1.19

Security Verification Method

@ TOYOTA

m Preferred Verification Method

You may select a default method of verification
far future identity verifications upon login.

Preferred Method (optional)
an email to ****oe@gmail.com

a text to (2%%) ***-1234

a call fo [2%%) **=-1234

Center Nav: [Toyota Financial Services Logo]

Security Verification Method

Please select your preferred verification method. By selecting Ski
your default method of verification will be your email address.

[radio button] Email to j*****oe@gmail.com
[radio button] Text to (2**) ***-1234
[radio button] Call to (2**) ***-1234

Button [Skip]
Button [Save]

Center Nav: [Lexus Financial Services Logo]

Security Verification Method

Please select your preferred verification method. By selecting Skip,
your default method of verification will be your email address.
[radio button] Email to j*****oe@gmail.com

[radio button] Text to (2**) ***-1234

[radio button] Call to (2**) ***-1234

Button [Skip]
Button [Save]

21




1.20

Security Preferences

Select Security Preference L I

<.l | 8:02

@ TOYOTA

Security Preference |

You Account has been Verified

Remember this computer / device.
[t is my own private device of which I'm
the only user.

Do not remember this computer /
device. _ i

This is o public and/or one that is used
by people other than myself.

2-Step Verification (optional):

If vou would like to have our system
ALWAYS challenge you whenever
ayone fries fo access your acount (in-
cluding yourself]

Center Nav: [Toyota Financial Services Logo]

Security Setup I

[ ]Your Account Has Been Verified

Select Security Preference

[radio button] Remember this computer / device. | am the only us
of this computer / device.

[check box] 2-Step Verification (Optional):
For additional security, 2-step verification requires your password

and a unique verification code at every login. The verification code
will be sent to your preferred verification method (text, call or email),
which can be updated in your Security settings.

[radio button] Do not remember this computer / device. There arg
other users of this shared computer / device.

Button [Continue]

Center Nav: [Lexus Financial Services Logo]

Security Setup I

[ ]Your Account Has Been Verified
Select Security Preference

[radio button] Remember this computer / device. | am the only user
of this computer / device.

[check box] 2-Step Verification (Optional):

For additional security, 2-step verification requires your password
and a unique verification code at every login. The verification code
will be sent to your preferred verification method (text, call or
email), which can be updated in your Security settings.

[radio button] Do not remember this computer / device. There are
other users of this shared computer / device.

Button [Continue]

22




1.21

Registration Complete

You completed the registration!

MNow let's log you in

You completed the registration!
Now let’s log you in.

Button {“OK"}

You completed the registration!
Now let’s log you in.

Button {“OK"}

23




1.22

My Account

Make Payment

=l B

@ TOYOTA Log OF

Welcome

®

Payoff Information

Contract Information Contact Us

®

Special Offers Help

TRUSTe

(S

Online Privacy Policy and terms of use

Privacy Terms More

No copy change

No copy change

24




2.0 LOGIN - REGISTERED CUSTOMER

2.1

Login

@ TOYOTA

Already registered on toyotafinancial.com? log in

Using your username and PasSwWora,

2

Q,

Enable Fingerprint 9§

4

Register | Forgot Usemame | Forgol Password

 printing and tyr
noustry's st

ok
Cimen

type spe:

survived not only five cen but also the leap info
zlectronic typesetting, remaining essentially unchanged.

TRUSTe

Center Nav: [Toyota Financial Services Logo]
Welcome to Toyota Financial Services

[text box] Username
[text box] Password
Password is case sensitive

[Radio Button] Enable Fingerprint
[info bubble]

Fingerprint lets you log in to your TFS account with your

Al
LL X J

Privacy Terms More

fingerprint in place of your username and password.

Button [Login]

At login, we collect and store data about your device (i.e.,
smartphone, computer or tablet) to verify your identity.

[link]Forgot Username
[link]Forgot Password

[link]Register

Center Nav: [Lexus Financial Services Logo]
Welcome to Lexus Financial Services

[text box] Username
[text box] Password
Password is case sensitive

[Radio Button] Enable Fingerprint

[info bubble]

Fingerprint lets you log in to your TFS account with your
fingerprint in place of your username and password.

Button [Login]

At login, we collect and store data about your device
(i.e., smartphone, computer or tablet) to verify your
identity.

[link]Forgot Username
[link]Forgot Password

[link]Register
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2.2

MFA Challenge - Start — Email or Phone

FINANCIAL SERVICES

| Identify Verification

TFS detects that you're logging in from a new
device, browser or location. To confirm your iden
fity, we will send a verfication code to the security
prmr'ul': number or email address listed on your ac
count.

Where should we send your code?

By email to **doe@gmail.com

By fext to (F+F) ##-1234

By a phone call fo [***) ¥**-1234

Make selection my future default
verification method

Send Code >

[arrow]
Center Nav: [Toyota Financial Services Logo]

Login
Security Verification

To confirm your identity, we will either email, text or call you with a
verification code. Please select your preference:

[radio button] Email to [email address]

[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile)

[radio button] Call to [phone # “(XXX) XXX-XXXX] (mobile)

[check box] Remember this as my preferred verification method

Button [Send Code]
| don't have access to the contact points shown

[arrow]
Center Nav: [Lexus Financial Services Logo]

Login
Security Verification

To confirm your identity, we will either email, text or call you
with a verification code. Please select your preference:
[radio button] Email to [email address]

[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile)
[radio button] Call to [phone # “(XXX) XXX-XXXX] (mobile)

[check box] Remember this as my preferred verification
method

Button [Send Code]
I don't have access to the contact points shown
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2.3

Model displayed when | don't have access to the contact points shown. is
selected. (New)

We’re Unable To Access Your Account

Please try logging in later or call our Customer
Service Center at 1-

We’re Unable To Access Your Account

Please try logging in later or call our Customer Service Center at
1-800-874-8822.

Button [Close]

We’re Unable To Access Your Account

Please try logging in later or call our Customer Service Center
at 1-800-874-7050.

Button [Close]
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2.4

Warning modal if no verification selection is not made
<.l H 802

Where should we send your code?

Please close this message and make a

selection.

Where should we send your code?

Please make a selection to receive your verification code.

Button [Close]

Where should we send your code?
Please make a selection to receive your verification code.

Button [Close]
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2.5

if customer fails challenges (New) Account Locked screen

Account Locked

. It seems something isn't working with

2 finding your account in our system. Please
call our Customer Service Center to gel
things sorted out:

Call Customer Service Center

Your Account Is Locked

Your Account Is Locked

The code verification was unsuccessful and your account is now locked|

For assistance contact, please call our Customer Service Center at 1-80

The code verification was unsuccessful and your account is

874-8822.

Call Customer Service Center

Button [Close]

now locked. For assistance, please call our Customer Service
Center at 1-800-874-7050.

Call Customer Service Center

Button [Close]
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2.6

Login — Customer Verification (MFA Challenge — Displayed if phone is the
preference or default)(New)

@ TOYOTA

FINANCIAL SERVICES

I Verify Identity

I Enter the code sent to your phone number:

(xxs} *5£%_1934

123456

Resend Phone Number Code

Call Phone Number Instead of Tex!

Verify by my Email Instead

ldon't have access to this contact point

Cancel Login

Security Code Verification
[phone icon]
A verification code was sent to [phone number]

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Call Phone Number instead of Text

Verify by my Email instead

| don’t have access to this contact point
Cancel

Security Code Verification
[phone icon]
A verification code was sent to [phone number]

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Call Phone Number instead of Text

Verify by my Email instead

I don’t have access to this contact point
Cancel
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2.7

Modal If “Send New Verification Code to Phone Number” is tapped

<.l | 8:02

Resend Phone Number Code

A new code has been sent to your mobile
device by text. If you do not receive a code,
ensure your device has proper connection.

If you do not have a conection, you can click
“Call Instead o wt” and a call will be
initiated to provide you with a new
confirmation code,

Erd Code

Send Phone Number Code 1
A new verification code will be sent. If you do not receive a code, tap 2
Cancel, then select Call Phone Number Instead of Text and a call will be

initiated to provide you with a new verification code.

Button [Cancel]

Button [Continue]

Send Phone Number Code

A new verification code will be sent. If you do not receive a
code, tap Cancel, then select Call Phone Number Instead of
Text and a call will be initiated to provide you with a new
verification code.

Button [Cancel]
Button [Continue]
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2.8

MFA Challenge — Email code input (when email verification is selected)

.l | 8:

@ TOYOTA

FINANCIAL SERVICES

l Verify Identity

4

N

Enter the code sent to your email:

j*****oe@gmail.com

I Enter Code

Resend Email Code

Verify by Phone Number Instead

I don't have access to this contact point

Cancel Login

[arrow]
Center Nav: [Toyota Financial Services Logo]

Security Code Verification

[envelope icon]

A verification code was sent to [email address]
Enter Verification Code

[numeric input field]

Button [Verify]

Email New Verification Code

Verify by Phone Number instead

| don’t have access to this contact point
Cancel

[arrow]
Center Nav: [Lexus Financial Services Logo]

Security Coder Verification

[envelope icon]

A verification code was sent to [email address]
Enter Verification Code

[numeric input field]

Button [Verify]

Email New Verification Code

Verify by Phone Number instead

I don’t have access to this contact point
Cancel
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Mini Reg (if “l don’t have access to this contact point” is selected)
[arrow] [arrow]
"E-"_,.[I B 5:02 Center Nav: [Toyota Financial Services Logo] Center Nav: [Lexus Financial Services Logo]
@ TOYOTA Login Login

Account Information

FINANCIAL SERVICES

Account Information

Please provide the following information: Please provide the following information:

Please provide following information

Account Number
[info bubble]

You can find your account number on your billing statement. Please do not
include any special characters such as %, - or spaces.

[text box]

Account Number

[info bubble]

You can find your account number on your billing statement.
Please do not include any special characters such as %, - or

Enter Vehicle Account Number spaces.
I Last 4 Digits of your SSN / Tax ID [text box]
| [text box] I Last 4 Digits of your SSN / Tax ID
I Enter Last 4 Digits of your 55N I Button [Cancel] | [text box]

Button [Continue] I Button [ Cancel]

Button [ Continue]

TRUSTe
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2.10

Identity Verification (Phone by text)

FINANCIAL SERVICES

I Phone Verification

I Enter the code sent to your phone number:
(*#S) ttt_'lzsd

123456

I Resend Phone Number Code

Edit Phone Mumber

Call Fhone Number Instead of Text

Skip Phone Verification

Security Code Verification
[phone icon]
A verification code was sent to (***) *** - 1234

Enter Verification Code
[numeric input field]

Button [Verify]
Send New Verification Code to Phone Number
Call Phone Number Instead of Text

Verify by Email instead

| don’t have access to this contact point
Cancel

Security Code Verification
[phone icon]
A verification code was sent to (***) *** - 1234

Enter Verification Code
[numeric input field]

Button [Verify]
Send New Verification Code to Phone Number
Call Phone Number Instead of Text

Verify by Email instead

| don’t have access to this contact point
Cancel
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2.11

Identity Verification (Phone by call)

FINANCIAL SERVICES

Phone Verification

I Enter the code senf to your phone number:
(#38) ***'1234

123456

I Resend Phone Number Code

Edit Phone Number

I Call Phone Number Instead of Tex!

Skip Phone Verification

Center Nav: [Toyota Financial Services Logo]
Security Code Verification

[phone icon]

You should receive a call with the code at [phone number]

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Text Phone Number Instead of Call

Verify by Email instead

| don’t have access to this contact point

Cancel

Center Nav: [Lexus Financial Services Logo]

Security Code Verification

[phone icon]

You should receive a call with the code at [phone number]

Enter Verification Code
[numeric input field]

Button [Verify]
Send New Verification Code to Phone Number
Text Phone Number Instead of Call

Verify by Email instead

I don’t have access to this contact point
Cancel
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2.12

Security Preferences - MFA Challenge - Remember This Device?

=il | 8:02

@ TOYOTA

i |Security Preference

You Account has been Verified

Select Security Preference 0‘ I

Remember this computer / device.
[t is my own private device of which I'm
I the only user.

Do not remember this computer /
device. _ i

This is a public and/or one that is used
I by people other than myself.

2-Step Verification (opfional):

I If vou would like to have our system
ALWAYS challenge you whenever

ayone fries fo access your acount (in-

cluding yourself]

Center Nav: [Toyota Financial Services Logo]
Security Setup

[ ]Your Account Has Been Verified

Select Security Preference

[radio button] Remember this computer / device. | am the only user of
this computer / device.

[check box] 2-Step Verification (Optional): For additional security, 2-ste
verification requires your password and a unique verification code at evi
login. The verification code will be sent to your preferred verification
method (text, call or email), which can be updated in your Security
settings.

[radio button] Do not remember this computer / device. There are oth
users of this shared computer / device.

Button [ Continue]

Center Nav: [Lexus Financial Services Logo]
Security Setup

[ ]Your Account Has Been Verified

Select Security Preference

[radio button] Remember this computer / device. | am the
only user of this computer / device.

[check box] 2-Step Verification (Optional): For additional

security, 2-step verification requires your password and a
unique verification code at every login. The verification code
will be sent to your preferred verification method (text, call or
email), which can be updated in your Security settings.

[radio button] Do not remember this computer / device.
There are other users of this shared computer / device.

Button [Continue]
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2.13

My Account

=.l | 8:02

@ TOYOTA Log OFf

Welcome
O,
Make Payment Payoff Information
Contract Information Contact Us
@
Special Offers Help

TRUSTe

&

Onlineg Privacy Policy and terms of use

= | see

Privacy Terms More

No copy change

No copy change
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