CP2423 - Multi Factor Authentication (MFA) -

Registration & Login (i0S)

For Document Navigation:
Click the “View” menu above
Show “Navigation Pane” menu option




REVISION HISTORY

Legend

Yellow highlighted copy = new
copy

Grayed out copy = copy that
appears when info bubble is
opened

Version Date Name Details
1.0 5/4/2017 Shawn Copy deck draft
2.0 5/15/17 Shawn Additional screens added (1.7 -1.12, 2.3, 2.5, 2.6)
3.0 5/18/17 Shawn Additional screens added (1.4, 1.8, 1.14, 1.15, 1.16, 1.17,1.18, 2.4, 2.5, 2.6, 2.10)
4.0 5/19/17 Shawn Minor edits
5.0 5/22/17 Shawn Remove Registration mini login
6.0 5/30/17 Shawn Update with Anna’s changes
7.0 6/5/17 Shawn Update with Anna’s changes, highlight copy changes and add numbers
8.0 6/9/17 Shawn Update per changes from James and MFS Mobile Web copy deck
9.0 6/14/17 Shawn Update with requested changes from James — remove CSC phone verbiage from all mini reg
pages; edit verbiage on “Maxed Out” modals on pages 13
10.0 6/16/17 Shawn Per Anna, cross-reference any changes to mobile web copy deck
11.0 6/16/17 Shawn Additional changes
12.0 6/26/17 Shawn Per James, changes to phone verbiage, dropdown; remove “optional”
13.0 7/13/17 Shawn Updated with Legal’s changes; updated phone verbiage per Anna
14.0 7/17/17 Shawn Updated per Marketing and Legal feedback
15.0 7/25/17 Shawn Per Anna, updates for consistency
16.0 7/27/17 Shawn Updated and finalize per Karin’s feedback
17.0 8/1/17 Shawn Revised “Phone Verification Entries Exceeded” (p. 19) per Anna and Karin
18.0 8/2/17 Shawn Revised “Phone Verification Entries Exceeded” (p. 19) per Karin
APPROVED | 8/3/17 Shawn Updated page 19 & 21
APPROVED | 8/15/17 Shawn Updated page 7, 22, 34
APPROVED | 9/12/17 Shawn Updated defects on page 26
APPROVED 9/13/17 Shawn Updated defects on pages 5, 6, 9, 12, 13, 29, 30, 32
091517 9/15/17 Shawn Defects updated on pages 8, 14, 15, 21, 29, 30, 32, 33
092117 v.20 | 9/21/17 Shawn Defects and updates — page 21; model added to page 27
092217 v.21 | 9/22/17 Shawn Defect #623/624/625/627/628 addressed on page 31
092517 v.22 | 9/25/17 Shawn Defect #956/941 addressed on page 34
092617 v.23 | 9/26/17 Shawn Corrected character count to 6-20 for username — page 6
092617 v.24 | 9/26/17 Shawn Updated verbiage on page 26; delete links from pages 34, 35
092717 v.25 | 9/27/17 Shawn Defect #956 fixed (pages, 34, 35)




1.0 REGISTRATION — ORGANIC

Page
1.1

mApp Prototype Pages
Registration EBA OC/TC page 1

eeec0 FBE F 1:41 AM

AGREEMENTS

Electronic Communications & Agreements
Effective from December 2012

Lorem Ipsum. Proin gravida nibh vel velit
auctor aliquet. Aenean sollicitudin, lorem quis
bibendum auctor, nisi elit consequat ipsum,
nec sagittis sem nibh id elit. Duis sed odio sit
amet nibh vulputate cursus a sit amet mauris.
Morbi accumsan ipsum velit. Nam nec tellus a
odio tincidunt auctor a ornare odic. Proin
gravida nibh vel velit auctor aliquet.

Nam nec tellus a odio tincidunt auctor a
ornare odio. Proin gravida nibh vel velit auctor
aliquet.

= -

TFS Proposed Content
AGREEMENTS

Electronic Communications and Agreements
Effective from December 2012

(icon="page”)
(icon="page”)

Placeholder text

Button [Cancel]
Button [Agree]

LFS Proposed Content
AGREEMENTS

Electronic Communications and Agreements
Effective from December 2012

(icon="page”)
(icon="page”)

Placeholder text

Button [ Cancel]
Button [ Agree]




1.2

Registration EBA OC/TC page 2

1:41 AM

AGREEMENTS

Mobile Application Policies and Agreements

Effective from December 2012

3, Lorem Ipsum. Proin gravida nibh vel velit
auctor aliquet. Aenean sollicitudin, lorem
quis bibendum auctor, nisi elit consequat
ipsum, nec sagittis sem nibh id elit.

4, Lorem Ipsum. Proin gravida nibh vel velit
auctor aliquet. Aenean sollicitudin, lorem
quis bibendum auctor, nisi elit consequat
ipsum, nec sagittis sem nibh id elit.

Cancel

.

[arrow]

AGREEMENTS

Mobile Application Policies and Agreements
Effective from December 2012

(icon="page”)
(icon="page”)

Placeholder text

Button [Cancel]
Button [Agree]

[arrow]

AGREEMENTS

Mobile Application Policies and Agreements
Effective from December 2012

(icon="page”)
(icon="page”)

Placeholder text

Button [Cancel]
Button [Agree]




1.3

Account Information

ss800 |nVision ¥

B | scanbi

Personal

Borrower

IFST Name

Danial
Lasl AIME
Craig

A

Aecount Numbe
010272zz995

8:00 PM

REGISTRATION

ACCOUNT INFORMATION

BE  ScanBil

for name & vehicle account no.

[arrow]

REGISTRATION

ACCOUNT INFORMATION

[Scan Bill icon]

Scan Bill for Name & Account Number

Account Type
[drop down field]

Role on Account
[drop down field]

First Name
[text box]

Last Name
[text box]

Account Number

[info bubble]
You can find your account number on your billing statement. Please

not include any special characters such as %, - or spaces
[text box]

Last 4 Digits of your SSN / Tax ID
[text box]

Button [Continue]

[arrow]

REGISTRATION

ACCOUNT INFORMATION

[Scan Bill icon]

Scan Bill for Name & Account Number

Account Type
[drop down field]

Role on Account
[drop down field]

First Name
[text box]

Last Name
[text box]

Account Number

[info bubble]

You can find your account number on your billing statement. Please
do not include any special characters such as %, - or spaces

[text box]

Last 4 Digits of your SSN / Tax ID
[text box]

Button [Continue]




1.4

Registration — Create Profile
1:41 AM

REGISTRATION

I PERSOMAL INFORMATION

Username| J

Password | 8

Confirm password | 4

8§ | Email

I Confirm email

[arrow]
REGISTRATION
PROFILE INFORMATION

Username

[info bubble]

Please create a unique username that is 6 to 20 characters in length
must be alphanumeric, include no spaces or be an email address.
[text box]

Password

Password is case sensitive
[eye icon] Show/Hide
[text box]

Confirm Password
[eye icon] Show/Hide
[text box]

Account Management Email

[info bubble]

This email address is our primary point of contact with you related t
your TFS account. If you enroll in Pay Online, you will receive all
correspondence at this email address.

Confirm Account Management Email
[text box]

[check box] Receive Marketing Offers (Optional)

[info bubble] In the future, you may receive marketing email
communications. This may include product news and information,
updates on model launches and invitations to exclusive events. .

Button [Continue]

[arrow]
REGISTRATION
PROFILE INFORMATION

Username

[info bubble]

Please create a unique username that is 6 to 20 characters in length.
It must be alphanumeric, include no spaces or be an email address.
[text box]

Password

Password is case sensitive
[eye icon] Show/Hide
[text box]

Confirm Password

[eye icon] Show/Hide
[text box]

JAccount Management Email
[info bubble]

his email address is our primary point of contact with you related to
your LFS account. If you enroll in Pay Online, you will receive all
correspondence at this email address.

Confirm Account Management Email
[text box]

[check box] Receive Marketing Offers (Optional)

[info bubble] In the future, you may receive marketing email
communications. This may include product news and information,
updates on model launches and invitations to exclusive events. .

Button [Continue]




1.5

Registration — MFA setup — Email and (optional) Phone
1:41 AM

SECURITY SETUP

I To secure your account, we'll send a code to your
email address.

B |[Email Address j*****oe@gmail.com

I For additional security, you can aiso verify your
phone number. We will ask you to provide codes
from both phone and email to continue.

Phone Number (optional)

Select One

@ TextMe Call Me

I Data rates may apply.

I Note: Individuals with access to your devices and
ultimately the contact points entered above will be able to

I bhange your password amongst other account settings and

retrieve al of your customer data. Please be cautious.

I Send Verification

SECURITY SETUP

To help verify your account, we’ll send a code to your email address.

Account Management Email
[email address]

Phone (Recommended)
It’s optional, but verifying your phone number now can save you tin

in the future by giving you another way to access your account when
email is unavailable or inconvenient.

Phone Type

[Dropdown]

Select One

Mobile

Landline

[radio button] Text Me
[radio button] Call Me

Message & data rates may apply.

SECURITY SETUP
To help verify your account, we’ll send a code to your email address.

Account Management Email
[email address]

hone (Recommended)
It’s optional, but verifying your phone number now can save you time
in the future by giving you another way to access your account when
email is unavailable or inconvenient.
Phone Type
[Dropdown]
Select One
Mobile
Landline

[radio button] Text Me
[radio button] Call Me

Message & data rates may apply.
By providing your telephone number, you agree that we may deliver

By providing your telephone number, you agree that we may deliver|
verification codes to this number using an auto dialer and/or

prerecorded, artificial voice messages.

Note: Please be aware that anyone with access to your email or pho
may be able to login into your account, view your account informati

and change your settings.

Button [Cancel]

Button [Send Verification]

verification codes to this number using an auto dialer and/or
prerecorded, artificial voice messages.

Note: Please be aware that anyone with access to your email or
phone may be able to login into your account, view your account
information, and change your settings.

Button [Cancel]
Button [Send Verification]




1.6

Code sent/ Customer Enters the emailed verification code

LL L]

FE = 1:41 AM

I] EMAIL VERIFICATION

N
P

We just sent a code to j*****oe@gmail.com

I Enter Code

L ]

I Resend Email Code

l Edit Email Address

Security Code Verification
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]
Email New Verification Code

Edit Account Management Email
Cancel

Security Code Verification
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]
Email New Verification Code

Edit Account Management Email
Cancel




1.7

Modal If the customer exceeds the number of attempts with the first
verification code

seeco |nVision T

New Verification Code

You've exceded the number of entries for
this particular verification code. We've
gone ahead and sent you another one as it
may have better luck getting to your email
or phone number than the link.

You have 1 code(s) left that our system can
send out for this session. Don't worry if you
run, we can send you maore codes by
providing the right information.

You will have 5 tries when the new code is
sent out.

Ermail Address

john.doe@gmail.com

OK

New Verification Code

You have exceeded the number of entries for this verification code.

1

Tap the Send Code button to receive a new verification code. You have

five chances to enter the code correctly before the code is no longer
valid.

Account Management Email

[text box]

Button [Send Code]

New Verification Code

You have exceeded the number of entries for this verification code.
Tap the Send Code button to receive a new verification code. You
have five chances to enter the code correctly before receiving an

error message.

Account Management Email
[text box]

Button [Send Code]




1.8

If code is entered incorrectly and the customer has exceeded code

verification aattempts
sssco |nVision

Something isn’'t Working

You've exceded the maximum number of
code verification attempts. When you're

ready, you can log back in to re-attempt

the registration process.

1

Something Isn’t Working

You have exceeded the number of code verification attempts. Whe
you’re ready, you can log back in to restart the registration process

Button [ Close]

1

Something Isn’t Working

You have exceeded the number of code verification attempts. When
you’re ready, you can log back in to restart the registration process.

Button [ Close]

10




1.9

Check SPAM / Junk Folder (If “Resend Email Code” is selected)

sseco nVision

Check SPAM / Junk Folder

It is possible that our verification code
email ended up in your SPAM or Junk
folder of your email account. Please check
if It has been sent there,

Would you still like us to resend your
verification code?

Cancel Resend Code

Check SPAM / Junk Folder

It is possible that our verification code email may have ended up in {
SPAM or Junk folder of your email account. Please check to see if it i

been sent there.

Would you still like us to send you another verification code?

Button [Cancel]
Button [Send Code]

Check SPAM / Junk Folder

It is possible that our verification code email may have ended up in
the SPAM or Junk folder of your email account. Please check to see if
it has been sent there.

Would you still like us to send you another verification code?

Button [Cancel]
Button [Send Code]
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1.10

Edit Email Address (If “Edit Email Address” is selected)
seeco |nVision = 8:00 PM

eoir emaiL |

Email Address

john.doe@gmail.com

I Your Account Management email is used for all
account-related alerts (e.g., billing notifications).

Save Changes

[arrow]

EDIT ACCOUNT MANAGEMENT EMAIL

Edit or enter a new Account Management email address, and we’ll
send a new verification code. Changing your Account Management

email address will not only change the address to where the
verification code is sent, it will also replace the Account Management
email address you previously entered.

[Account Management Email

[text box]

Button [Cancel]
Button [Save Changes]

[arrow]
EDIT ACCOUNT MANAGEMENT EMAIL

Edit or enter a new Account Management email address, and we’ll
send a new verification code. Changing your Account Management
email address will not only change the address to where the
verification code is sent, it will also replace the Account Management
email address you previously entered.

Account Management Email
text box]

Button [Cancel]
Button [Save Changes]

12




1.11

Enter Active Code (warning message)

-

senco |n\ision F

I Maxed Out

The allowed number of verification codes
has been used. We cannot allow anymore
codes to be sent out. You still have 5
atempts to submit an active verification

code that was last sent out.

Enter Verification Code

Your first verification attempt was unsuccessful. A second verificatid
code has been sent. You only have 5 attempts left to submit this

verification code.

Button [Close]

Enter Verification Code
Your first verification attempt was unsuccessful. A second verification
code has been sent. You only have 5 attempts left to submit this

verification code.

Button [Close]

13




1.12

Phone verification by text (if phone verification is selected)
sssco |nVision ¥ 8:00 PM 10 [—

nPHONE VERIFICATION

We just sent a code by text to (***) ***-1234

123456

I Resend Phone Code

Edit Phone Number

Call Phone Number Instead of Text

I Skip Phone Verification

SECURITY CODE VERIFICATION
[phone icon]
A verification code was sent to (***) *** - 1234

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

Cancel

SECURITY CODE VERIFICATION
[phone icon]
A verification code was sent to (***) *** - 1234

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

Cancel

14




1.13

Phone verification with a call (if phone verification is selected)

We just sent a code by text to (***) ***-1234

123456

Resend Phone Code

Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

SECURITY CODE VERIFICATION
[phone icon]
You should receive a call with the verification code at (***) *** - 12

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number

Text Phone Number instead of Call

Skip Phone Verification

Cancel

SECURITY CODE VERIFICATION
[phone icon]

You should receive a call with the verification code at (***) *** -
1234

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number

Text Phone Number instead of Call

Skip Phone Verification

Cancel

15




1.14

Modal If the customer exceeds the number of attempts with the first
verification code

see00 |nVision T 100%: ()

New Verification Code

You've exceded the number of entries for
this particular verification code. We've
gone ahead and sent you another one as it
may have better luck getting to your email
or phone number than the link.

‘You have 1 codea(s) left that our system can
send out for this session. Don't worry if you
run, we can send you more codes by
providing the right information.

You will have 5 tries when the new code is
sent out.

Phone Number

800 555-1234

Phone Type

Select One

Call Me

New Verification Code

IYou have exceeded the number of entries for this verification code. 1

Tap the Send Code button to receive a new verification code. You have
five chances to enter the code correctly before receiving an error
message.

Phone Number
[text box=XXX-XXX-XXXX]

Phone Type
[Dropdown]
Select One
Mobile
Landline

Text Me [radio button]

Call Me [radio button]

Message & data rates may apply. 2

New Verification Code

You have exceeded the number of entries for this verification code.
Tap the Send Code button to receive a new verification code. You
have five chances to enter the code correctly before receiving an

error message.

Phone Number
[text box=XXX-XXX-XXXX]

Phone Type
[Dropdown]

Select One

Mobile

Landline

Text Me [radio button]
Call Me [radio button]

Message & data rates may apply.

By providing your telephone number, you agree that we may deliver 3
verification codes to this number using an auto dialer and/or

By providing your telephone number, you agree that we may deliver
verification codes to this number using an auto dialer and/or

prerecorded, artificial voice messages.

prerecorded, artificial voice messages. Message & data rates may
apply.

This is the last code provided for this session.

Button [Send Code]

[This is the last code provided for this session.

Button [Send Code]

16




1.15 | Modal If “Send New Verification Code to Phone Number” is tapped -

Customer has chosen text instead of a phone call during Security Setup.
1 Send Phone Number Code 1 |send Phone Number Code
eseseco n\fision ¥

2 A new verification code will be sent. If you do not receive a code, taf 2 |A new verification code will be sent. If you do not receive a code, tap
Cancel, then select Call Phone Number Instead of Text and a call will'oe—T Cancel, then select Call Phone Number Instead of Text and a call will
initiated to provide you with a new verification code. be initiated to provide you with a new verification code.
Button [Cancel] Button [Cancel]

3 Button [Continue] 3 Button [Continue]

Resend Phone Number Code

2 L new code has been sent to your mobile
fevice by text. If you do not receive a
code, ensure your device has proper
connection.

If you do not have a connection, you can
click "Call Instead of Text" and a call will
be initiated to provide you with a new
confirmation code.

Cancel Resend Code

17




1.16

Modal If “Send New Verification Code to Phone Number” is tapped -

Customer has chosen phone call instead of text during Security Setup.
sseco nVision ¥ 100% [H-—]

Resend Phone Number Code

A new code has been sent to your mobile
device by text. If you do not receive a
code, ensure your device has proper
connection.

If you do not have a connection, you can
click "Call Instead of Text" and a call will
be initiated to provide you with a new
confirmation code.

Cancel Resend Code

Send Phone Number Code 1

You should receive a call with a new verification code. If you do not
receive a call with a code, tap Cancel, and select Text Phone Numbe]

Instead of Call and a text will be sent to you with a new verification
code.

Button [ Cancel]

Button [ Continue] 3

Send Phone Number Code

You should receive a call with a new verification code. If you do not
receive a call with a code, tap Cancel, and select Text Phone Number
Instead of Call and a text will be sent to you with a new verification
code.

Button [Cancel]
Button [Continue]

18




1.17

Modal If the customer exceeds the number of attempts with the second
verification code

seeco nVision F

Phone Verification Tries
Exceeded

Please go to your settings to try again.
Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do elusmod tempor
incididunt ut labore et dolore magna aliqua.
Ut enim ad minim weniam, quis nostrud
exercitation ullamco laboris nisi ut aliquip

3| OK

Phone Verification Code Entries Exceeded

You have exceeded the number of entries for this verification code.

Since we have verified your Account Management Email, you can still
continue the registration process. Keep in mind that your phone
number is optional, and it can be verified on the Security settings page
at a later time.

Let’s continue.

Button [Continue]

Phone Verification Code Entries Exceeded

You have exceeded the number of entries for this verification code.
Since we have verified your Account Management Email, you can still
continue the registration process. Keep in mind that your phone
number is optional, and it can be verified on the Security settings
page at a later time.

Let’s continue.

Button [Continue]

19




1.18

Edit Phone Number

sssco |n\ision T 8:00 PM

EDIT PHONE NUMBER

Phone Number

(310) 555-1234

Select One

Text Me

Call Me

I Data rates may apply.

I Mote: Individuals with access to your devices and
ltimately the contact points entered above will be able to

change your password amongst other account settings and
retrieve al of your customer data. Please be cautious.

I Save Changes

[arrow]

EDIT PHONE NUMBER

Update your phone and we’ll send you a new verification code.

Phone Number
[text box]
[Dropdown]
Select One
Mobile
Landline

Text Me [radio button]

Call Me [radio button]

Message & data rates may apply.

By providing your telephone number, you agree that we may deliver

verification codes to this number using an auto dialer and/or
prerecorded, artificial voice messages.

Note: Please be aware that anyone with access to your email or phq|
may be able to log in into your account, view your account

information, and change your settings.

Button [Cancel]
Button [Save & Continue]

[arrow]
EDIT PHONE NUMBER
Update your phone and we’ll send you a new verification code.

Phone Number
[text box]
[Dropdown]
Select One
Mobile
Landline

Text Me [radio button]
Call Me [radio button]

Message & data rates may apply.

By providing your telephone number, you agree that we may deliver
verification codes to this number using an auto dialer and/or
prerecorded, artificial voice messages.

Note: Please be aware that anyone with access to your email or
phone may be able to log in into your account, view your account
information, and change your settings.

Button [Cancel]
Button [Save & Continue]

20




1.19

Security Verification Method
8:00 PM

PREFERRED VERIFICATION METHOD

You may select a default method of verification
for future identity verifications upon login.

Preferred Method (optional)

an email to j"***"oe@gmail.com

a text to (2**) ***-1234

acall to (2*) ***-1234

Skip

SECURITY VERIFICATION METHOD

Please select your preferred verification method. By selecting Skip,
your default method of verification will be your email address.

Email to j*****oe@gmail.com [radio button]

Text to (2**) ***-1234 [radio button]

Call to (2**) ***-1234 [radio button]

Button [Skip]
Button [Save]

SECURITY VERIFICATION METHOD

Please select your preferred verification method. By selecting Skip,
your default method of verification will be your email address.

Email to j*****oe@gmail.com [radio button]
Text to (2**) ***-1234 [radio button]

Call to (2**) ***-1234 [radio button]

Button [Skip]

Button [Save]

21




1.20

Security Preferences

0000 |nVision T

8:00 PM 100% (),

SECURITY PREFERENCES I]

v/

Select Security Preference:

Remember this computer / device.
It is my own private device of which I'm
the only user.

Do not remember this computer / device.
This is a public and/or one that is used by
people other than myself.

2-Step Verification (optional):

If you would like to have our system
ALWAYS challenge you whenever anyone
tries to access your account (including

yourself)

SECURITY SETUP I

[V ]Your Account Has Been Verified

Select Security Preference

[info bubble]
If you select "Remember this computer / device" the next time you| I

log in, you may be able to skip security verification. By selecting "Do
not remember this computer / device," you will have to enter a
verification code when you log in. Do not select "Remember this
computer / device" if your device is used by people you don’t trust
with your account or personal information.

Remember this computer / device. | am the only user of this I
computer / device.

[radio button]

2-Step Verification (Optional): I
For additional security, 2-step verification requires your password

and a unique verification code at every login. The verification code
will be sent to your preferred verification method (text, call or email),
which can be updated in your Security settings.

[check box]

Do not remember this computer / device. There are other users of I
this shared computer / device.

[radio button]

Button [Continue]

SECURITY SETUP I

[ ]Your Account Has Been Verified

Select Security Preference

[info bubble]

If you select "Remember this computer / device" the next time you
log in, you may be able to skip security verification. By selecting "Do
not remember this computer / device," you will have to enter a
verification code when you log in. Do not select "Remember this
computer / device" if your device is used by people you don’t trust
with your account or personal information.

Remember this computer / device. | am the only user of this
computer / device.
[radio button]

2-Step Verification (Optional):

For additional security, 2-step verification requires your password
and a unique verification code at every login. The verification code
will be sent to your preferred verification method (text, call or
email), which can be updated in your Security settings.

[check box]

Do not remember this computer / device. There are other users of
this shared computer / device.

[radio button]

Button [Continue]
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1.21

Registration Complete

You completed the registration!

Mow let's log you in

You completed the registration!
Now let’s log you in.

Button {“OK"}

You completed the registration!
Now let’s log you in.

Button {“OK"}
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1.22

My Account

MY ACCOUNT -t

2014 LEXUS RX 350

Account Number 040772FB212

% v -
ey

TOTAL DUE

$894.63

Due date 30 Jan, 2016

Make Payment

2N ® O

MY ACCOUNT PAYMENT HISTORY PAYCFF INFO MORE

No copy change

No copy change
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2.0 LOGIN - REGISTERED CUSTOMER

2.1 Login

TR AR 77D Center Nav: [Toyota Financial Services Logo] Center Nav: [Lexus Financial Services Logo]
I Welcome to Toyota Financial Services I Welcome to Lexus Financial Services
[text box] Username [text box] Username
@ TOYOTA text box] Password [text box] Password
I Password is case sensitive I Password is case sensitive
FINANCIAL SERVICES
I [Radio Button] Enable Touch ID [Radio Button] Enable Touch ID
info bubble] [info bubble]
I Touch ID lets you log in to your TFS account with your fingerprin I Touch ID lets you log in to your LFS account with your
n place of your username and password. fingerprint in place of your username and password.
I Button [Login] Button [Login]
At login, we collect and store data about your device (i.e., smartphone, At login, we collect and store data about your device (i.e.,
computer or tablet) to verify your identity. smartphone, computer or tablet) to verify your identity.
Enable Touch ID @ 3
[link] Can’t log in? [link] Can’t log in?

[link] Register now [link] Register now

At login, we collect and store data about your device (i.e.,
smartphone, computer or tablet) to verify your identity

Can'tlog in?

Register now

25




2.2

MFA Challenge - Start — Email or Phone

— u IDENTITY VERIFICATION

I TFS detects that you're logging in from a new
device, browser or location. To confirm your
identity, we will send a verfication code to the
security phone number or email address listed
on your account.

I Where should we send your code?

I By email to j****doe@gmail.com

By text to (***) ***-1234

By a phone call to (***) ***-1234

I Make selection my future default

verification method

Send Code

SECURITY VERIFICATION

To confirm your identity, we will either email, text or call you with a
verification code. Please select your preference:

Email to [email address] [radio button]

Text to [phone # “(XXX) XXX-XXXX] [radio button]

Call to [phone # “(XXX) XXX-XXXX] [radio button]

Remember this as my preferred verification method [check box]

Button [Send Code]
| don't have access to the contact points shown

SECURITY VERIFICATION

To confirm your identity, we will either email, text or call you
with a verification code. Please select your preference:

Email to [email address] [radio button]

Text to [phone # “(XXX) XXX-XXXX] [radio button]

Call to [phone # “(XXX) XXX-XXXX] [radio button]

Remember this as my preferred verification method [check
box]

Button [Send Code]
| don't have access to the contact points shown
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2.3

Model displayed when | don't have access to the contact points shown. is
selected. (New)

seeco nVision T 1005 -

We're Unable To Access Your Account

Please try logging inlater or call our Customer Service
Center at 1-800-874-3322.

We’re Unable To Access Your Account

Please try logging in later or call our Customer Service Center at
1-800-874-8822.

Button [Close]

We’re Unable To Access Your Account

Please try logging in later or call our Customer Service Center
at 1-800-874-7050.

Button [Close]
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2.4

Warning modal if no verification selection is not made
ssnco |InVision

Where should we send your
code?

Please close this message and make a
selection.

DK

Where should we send your code?
Please make a selection to receive your verification code.

Button [Close]

Where should we send your code?
Please make a selection to receive your verification code.

Button [Close]
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2.5

if customer fails challenges (New) Account Locked screen

Account Locked

It seems something isn’t working with
finding your account in our system, Please
call our Customer Service Center to get
things sorted out:

Call Customer Service Center

OK

Your Account Is Locked

The code verification was unsuccessful and your account is now locked
For assistance, please call our Customer Service Center at 1-800-874-

8822.

Call Customer Service Center

Button [Close]

Your Account Is Locked

The code verification was unsuccessful and your account is
now locked. For assistance, please call our Customer Service
Center at 1-800-874-7050.

Call Customer Service Center

Button [Close]
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2.6

Login — Customer Verification (MFA Challenge — Displayed if phone is the
preference or default)(New)

eeeco |nVision T 8:00 PM

n VERIFY IDENTITY

I Enter the code sent to your phone number:
(an—} *+%_4234

123456

I Resend Phone Number Code

Call Phone Number Instead of Text

Verify by my Email Instead

| don’t have access to this contact point

I Cancel Login

SECURITY CODE VERIFICATION

[phone icon]

A verification code was sent to [phone number]
Enter Verification Code

[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Call Phone Number instead of Text

Verify by Email instead

| don’t have access to this contact point
Cancel

SECURITY CODE VERIFICATION

[phone icon]

A verification code was sent to [phone number]
Enter Verification Code

[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Call Phone Number instead of Text

Verify by Email instead

I don’t have access to this contact point
Cancel
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2.7

Modal If “Send New Verification Code to Phone Number” is tapped

senco |nVision 100% (=)

n Resend Phone Number Code

A new code has been sent to your moblle
device by text. If you do not receive a
code, ensure your device has proper
connection.

If you do not have a connaction, you can
click "Call Instead of Text" and a call will
be initiated to provide you with a new
confirmation code,

Cancel Resend Code

Send Phone Number Code I

Send Phone Number Code

Cancel, then select Call Phone Number Instead of Text and a call will be

A new verification code will be sent. If you do not receive a code, tap I

A new verification code will be sent. If you do not receive a
code, tap Cancel, then select Call Phone Number Instead of

initiated to provide you with a new verification code.

Button [Cancel]

Button [Continue]

Text and a call will be initiated to provide you with a new
verification code.

Button [Cancel]
Button [Continue]
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2.8

MFA Challenge — Email code input (when email verification is selected)
sssco |nVision T 8:00 PM

n IDENTITY VERIFICATION

Enter the code sent to your email:
j*****oe@gmail.com

I Enter Cade

I Resend Email Code

Verify by Phone Number Instead

I don't have access to this contact point

I Cancel Login

SECURITY CODE VERIFICATION

[envelope icon]

A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]

Email New Verification Code

Verify by Phone Number Instead

I don’t have access to this contact point
Cancel

SECURITY CODE VERIFICATION
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]

Email New Verification Code
Verify by Phone Number Instead

1
I don’t have access to this contact point

Cancel
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2.9

Mini Reg (if “l don’t have access to this contact point” is selected)

I Please provide following infromation.

I Account Number

5 Last Four Digits of SSN

Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad

Continue

LOGIN
Account Information
Please provide the following information:

Account Number

[info bubble]

You can find your account number on your billing statement. Please do
include any special characters such as %, - or spaces.

[text box]

Last 4 Digits of your SSN / Tax ID
[text box]

Button [Cancel]
Button [Continue]

LOGIN
Account Information
Please provide the following information:

Account Number

[info bubble]

You can find your account number on your billing statement.
Please do not include any special characters such as %, - or
spaces.

[text box]

Last 4 Digits of your SSN / Tax ID
[text box]

Button [Cancel]

Button [Continue]
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2.10

Identity Verification (Phone by text)

eeeco nVision ¥ 8:00 PM

u PHONE VERIFICATION

We just sent a code by text to (***) ***-1234

123456

I Resend Phone Code

Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

SECURITY CODE VERIFICATION
[phone icon]
A verification code was sent to (***) *** - 1234

Enter Verification Code
[numeric input field]

Button [Verify]
Send New Verification Code to Phone Number
Call Phone Number Instead of Text

Verify by Email instead

| don’t have access to this contact point
Cancel

SECURITY CODE VERIFICATION
[phone icon]
A verification code was sent to (***) *** - 1234

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number

Call Phone Number Instead of Text
Verify by Email instead

| don’t have access to this contact point

Cancel
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2.11

Identity Verification (Phone by call)

eeeco nVision ¥ 8:00 PM

n PHONE VERIFICATION

I We just sent a code by text to (***) ***-1234

123456

I Resend Phone Code

Edit Phone Number

I Call Phone Number Instead of Text

Skip Phone Verification

SECURITY CODE VERIFICATION
[phone icon]

You should receive a call with the code at
(***) *kk _ 1234

Enter Verification Code
[numeric input field]

Button [Verify]
Send New Verification Code to Phone Number
Text Phone Number Instead of Call

Verify by Email instead

I don’t have access to this contact point
Cancel

SECURITY CODE VERIFICATION
[phone icon]

You should receive a call with the code at
(***) kkk _ 1234

Enter Verification Code
[numeric input field]

Button [Verify]
Send New Verification Code to Phone Number
Text Phone Number Instead of Call

Verify by Email instead

I don’t have access to this contact point
Cancel
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2.12

Security Preferences - MFA Challenge - Remember This Device?

eeec0 |nVision T 8:00 PM 1007 (W)

SECURITY PREFERENCES"

v/

Select Security Preference:

Remember this computer / device.
It is my own private device of which I'm

the only user.

Do not remember this computer / device.

This is a public and/or one that is used by
people other than myself.

2-Step Verification (optional):
If you would like to have our system

ALWAYS challenge you whenever anyone
tries to access your account (including
yourself)

Continue

SECURITY SETUP I

[V ]Your Account Has Been Verified

Select Security Preference

[info bubble] l

If you select "Remember this computer / device" the next time you log
you may be able to skip security verification. By selecting "Do not
remember this computer / device," you will have to enter a verification
code when you log in. Do not select "Remember this computer / device" if
your device is used by people you don’t trust with your account or
personal information.

Remember this computer / device.
| am the only user of this computer / device. [radio button] I
2-Step Verification (Optional) I

For additional security, 2-step verification requires your password and a
unique verification code at every login. The verification code will be sent to
your preferred verification method (text, call or email), which can be
updated in your Security settings. [check box]

Do not remember this computer / device.

There are other users of this shared computer / device. [radio button]

Button [Continue]

SECURITY SETUP I

[ ]Your Account Has Been Verified

Select Security Preference

[info bubble]

If you select "Remember this computer / device" the next time
you log in, you may be able to skip security verification. By
selecting "Do not remember this computer / device," you will
have to enter a verification code when you log in. Do not select
"Remember this computer / device" if your device is used by
people you don’t trust with your account or personal
information.

Remember this computer / device.
| am the only user of this computer / device. [radio button]

2-Step Verification (Optional)

For additional security, 2-step verification requires your
password and a unique verification code at every login. The
verification code will be sent to your preferred verification
method (text, call or email), which can be updated in your
Security settings. [check box]

Do not remember this computer / device.
There are other users of this shared computer / device. [radio

button]

Button [Continue]
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2.13

My Account

MY ACCOUNT -t

2014 LEXUS RX 350

Account Number 040772FB212

é : z_fs’ ___B‘ N :
a-"
| — o .

TOTAL DUE

$894.63

Due date 30 Jan, 2016

Make Payment

& ® O

MY ACCOUNT PAYMENT HISTORY PAYCFF INFO MORE

No copy change

No copy change
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