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REVISION HISTORY  

 
Version Date Name Details 

1.0 6/8/2017 Shawn Copy deck draft 

2.0 6/9/17 Shawn Updates made per 6/8/ meeting; 
Katherine added alternate flows. Pages are not unique. Only flow is changed. 
(u5/p5) Forgot SQA; 
(u6) Forgot Username/Email;  
(u7) Forgot Username/Email/ No Access to MFA;  
(p7) Forgot Password/Username;  
(p8) Forgot Password/Username/ No Access to MFA 
 
NOTE: ‘u7 & p8’ currently pose a problem. If the user has already completed the Mini Reg, because prior info was 
not known, if they also cannot complete the MFA challenge…then where do they go.  Service Ops has concerns 
and we are discussing with Security. 

3.0 6/13/17 Shawn Updates per James Kang 

4.0 6/20/17 Shawn Updates per Anna 

5.0 6/27/17 Shawn Updates per Katherine 

6.0 8/3/17 Shawn Update with affected changes from approved MFA Reg/Login copy decks 

7.0 8/9/17 Shawn Updated page 5, 34, 56, 58, 60, 68 and 70 

APPROVED 8/11/17 Shawn Finalize changes to page 5, 34, 56, 58, 60, 68 and 70 

APPROVED 8.0 9/20/17 Shawn Update Security Verification pages – 13, 28, 46, 50, 54 

APPROVED 9.0 9/21/17 Shawn Update per Marketing and Defects – pages 13,14, 29, 30, 48, 49, 53, 54, 58, 59 
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1.0  MFA SELF-SERVICE FLOWS 

1.1 (U1) FORGOT USERNAME NON MFA W/SQA (PRIVATE & PUBLIC) 

Page Mobile Web Prototype Pages TFS mWeb Proposed Content LFS mWeb Proposed Content 

1 Login  

 

[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
At login, we collect and store data about your device (i.e., smartphone, 
computer or tablet) to verify your identity.  
 
Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
At login, we collect and store data about your device (i.e., 
smartphone, computer or tablet) to verify your identity.  
 
Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 1 
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2 Acct. Mgmt. email 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 
 

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 

1 

1 

1 

2 

2 2 

3 

3 
3 
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3 SQA1 - Production 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 
To verify your identity, we may use a combination of your username, 
password and security question, along with a verification code.  We 
also use data about your device that is collected and stored during 
login.  
 
Please help us protect your account by providing the information 
below. 
 
What was your first car? 
[text box] 
 
Forgot Security Question Answer? 
 
Button [Cancel] 
Button [Continue]  

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 
To verify your identity, we may use a combination of your 
username, password and security question, along with a verification 
code.  We also use data about your device that is collected and 
stored during login.  
 
Please help us protect your account by providing the information 
below. 
 
What was your first car? 
 [text box] 
 
Forgot Security Question Answer? 
 
Button [Cancel] 
Button [Continue] 

1 

1 1 

2 

2 2 
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4 Display username on Login screen - User can log in to complete Conversion - 
NEW 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 

[✓] Your username is: [Username] 
 
To log in, please enter your username and password. 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
Forgot Password? 
 
Button [Login] 
 

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 

[✓] Your username is: [Username] 
 
To log in, please enter your username and password. 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
Forgot Password? 
 
Button [Login] 

 

 

1 

1 

1 

2 

2 
2 
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1.2 (U2) FORGOT USERNAME NON MFA NO SQA - (OR 1 YEAR AFTER MFA RELEASE 

 

1 Login  

 

[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
At login, we collect and store data about your device (i.e., smartphone, 
computer or tablet) to verify your identity.  
 
Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
At login, we collect and store data about your device (i.e., 
smartphone, computer or tablet) to verify your identity.  
 
Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 1 
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2 Acct. Mgmt. email 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 
 

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 

1 

1 

1 

2 

2 2 

3 

3 3 
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3 Mini Reg - Replaces missing SQA on account 

 

[Toyota Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - or 
spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [Cancel] 
Button [Continue] 
 
 
 

[Lexus Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - 
or spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [Cancel] 
Button [Continue] 
 
 
 
 

1 

2 

3 

1 

1 

2 

2 

3 

3 

4 

4 

4 
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4 Display username on Login screen - User can log in to complete Conversion 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 

[✓] Your username is: [Username] 
 
To log in, please enter your username and password. 
 
Username  
[text box]  
 
Password  
Password is case sensitive  
[text box] 
 
Forgot Password?  
 
Button [Login]  
 

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 

[✓] Your username is: [Username] 
 
To log in, please enter your username and password. 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
Forgot Password? 
 
Button [Login] 

 

1 

1 

1 

2 

2 2 
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1.3 (U3/U4) FORGOT USERNAME MFA COMPLIANT (PRIVATE & PUBLIC DEVICES) 

1 Login  

 

 
[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
At login, we collect and store data about your device (i.e., 
smartphone, computer or tablet) to verify your identity.  
 
Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

 
[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
At login, we collect and store data about your device (i.e., 
smartphone, computer or tablet) to verify your identity.  
 
Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 1 
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2 Acct. Mgmt. email 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 
 

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 
 

1 

1 

1 

2 

2 2 

3 3 

3 
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3 MFA Challenge    

 
 

[Toyota Financial Services Logo] 

 
Forgot Username 
 
Security Verification Method 
  
To confirm your identity, we will either email, text or call you with a 
verification code. Please select your preference: 
 
[radio button] Send email to [email address] 
  
[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile) 
  
[radio button] Call [phone # “(XXX) XXX-XXXX] (mobile) 
 
Button [Send Code] 
 
I don't have access to the contact points shown. 
Cancel 
 

[Lexus Financial Services Logo] 

 
Forgot Username 
 
Security Verification Method 
 
To confirm your identity, we will either email, text or call you with a 
verification code. Please select your preference: 
 
[radio button] Send email to [email address] 
  
[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile) 
  
[radio button] Call [phone # “(XXX) XXX-XXXX] (mobile) 
 
Button [Send Code] 
 
I don't have access to the contact points shown. 
Cancel 
 

1 

1 

1 

2 

2 2 

3 
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4 Model displayed when I don't have access to the contact points shown. is 
selected. (New) 
 

 
 
We’re Unable To  Access Your Account 
 
Please try logging in later or call our Customer Service Center at  
1-800-874-8822. 
 
Button [Close] 

 
 
We’re Unable To  Access Your Account 
 
Please try logging in later or call our Customer Service Center at  
1-800-874-7050. 
 
Button [Close] 

We’re Unable To Access Your Account 

Please try logging in later or call our Customer Service Center at 1-800-

874-8822. 
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5 MFA Challenge - Email verification  

 
 
 
 
 

 
[Toyota Financial Services logo] 
 
Forgot Username 
Security Code Verification 
 

[✓] A verification code was sent to [email address] 

[✓] A verification code was sent to [phone number] 
 
Enter Email Verification Code 
[envelope icon] [text box] 
Button [ Verify] 
 
Email New Verification Code 
Verify by Phone Number instead 
I don’t have access to this contact point 
Cancel 
 

 
[Lexus Financial Services logo] 
 
Forgot Username 
 
Security Code Verification 
 

[✓] A verification code was sent to [email address] 

[✓] A verification code was sent to [phone number] 
 
Enter Email Verification Code 
[envelope icon] [text box] 
Button [ Verify] 
 
Email New Verification Code 
Verify by Phone Number instead 
I don’t have access to this contact point 
Cancel 
 

1 

1 

1 

2 

2 

2 

3 

3 

3 

4 

4 

4 

5 

5 

5 
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6 Display username on Login screen 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 

[✓] Your username is: [Username] 
 
To log in, please enter your username and password. 
 
Username  
[text box]  
 
Password  
Password is case sensitive  
[text box] 
 
Forgot Password? 
 
Button [Login] 
 

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 

[✓] Your username is: [Username] 
 
To log in, please enter your username and password. 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
Forgot Password? 
 
Button [Login] 

 

 

1 

1 

1 

2 

2 2 
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1.4 (P1) FORGOT PASSWORD NON MFA W/ SQA (PRIVATE & PUBLIC DEVICES) 

1 Login  

 

[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 

1 



18 
 

2 Username 

 
 
 
 
 
 
 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
Please enter your information below to retrieve your password.  
 
Username  
[text box] 
 
Forgot Username? 
 
Button [Cancel] 
Button [Continue]  

 

[Lexus Financial Services Logo] 
 
Forgot Password 
Please enter your information below to retrieve your password.  
 
Username  
[text box] 
 
Forgot Username? 
 
Button [Cancel] 
Button [Continue] 

1 

1 
1 

2 

2 

2 
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3 SQA 1 & 2 

 
 

 
 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 
To verify your identity, please answer the following questions. 
 
Security Question: 
 
What was your first car? 
Enter Answer  
[text box] 
Forgot Answer? 
 
Security Question: 
 
What was the first name of your first boyfriend or girlfriend? 
 
Enter Answer  
[text box] 
Forgot Answer? 
 
Button [Cancel] 
Button [Continue]  

 
 
 
[Lexus Financial Services Logo] 
 
Forgot Password 
 
To verify your identity, please answer the following questions. 
 
Security Question: 
 
What was your first car? 
Enter Answer  
[text box] 
Forgot Answer? 
 
Security Question: 
 
What was the first name of your first boyfriend or girlfriend? 
 
Enter Answer  
[text box] 
Forgot Answer? 
 
Button [Cancel] 
Button [Continue] 

1 1 

1 
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4 New password 

 
 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 
Reset Password 
 
Your information has been confirmed. Please enter and confirm a new 
password. 
 
Password  
Password is case sensitive 
[eye icon] Show 
[text box] 
 
Password Strength 
[scale] 
 
Requirements 
Your password may not contain username or previous password. 
X or check] 8 - 20 characters 
[X or check] At least 1 letter 
[X or check] At least 1 number 
[X or check] At least 1 symbol  
[info bubble]   ~ ! @ # $ % ^ & * ( ) _ + - = [ ] \ ; ‘ , . / : “ 
[X or check] No more than 2 consecutive repeating characters  
[info bubble] 111, aaa, !!! 
 
Confirm Your Password  
[eye icon] Show 
[text box] 
 
Button [Submit]  
 

 
 
[Lexus Financial Services Logo] 
 
Forgot Password 
 
Reset Password 
 
Your information has been confirmed. Please enter and confirm a 
new password. 
 
Password   
Password is case sensitive 
[eye icon] Show 
[text box] 
 
Password Strength 
[scale] 
 
Requirements 
Your password may not contain username or previous password. 
X or check] 8 - 20 characters 
[X or check] At least 1 letter 
[X or check] At least 1 number 
[X or check] At least 1 symbol  
[info bubble]   ~ ! @ # $ % ^ & * ( ) _ + - = [ ] \ ; ‘ , . / : “ 
[X or check] No more than 2 consecutive repeating characters  
[info bubble] 111, aaa, !!! 
 
Confirm Your Password  
[eye icon] Show 
[text box] 
 
Button [Submit] 

1 

1 

1 

2 

2 2 

3 

3 3 
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8 Login 

 
 
 
 
 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 

[✓] Your password has been reset. 
 
To log in, please enter your username and password. 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
Button [Login] 
 

 
 
[Lexus Financial Services Logo] 
 
Forgot Password 
 

[✓] Your password has been reset. 
 
To log in, please enter your username and password. 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
Button [Login] 
 

 

1 

1 1 
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1.5 (P2) FORGOT PASSWORD NON MFA COMPLIANT NO SQA - OR ONE YEAR AFTER MFA RELEASE 

1 Login  

 

[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box]  
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 1 
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2 Username 

 
 
 
 
 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 
 
Please enter your information below to retrieve your password.  
 
Username  
[text box] 
 
Forgot Username? 
 
Button [Cancel] 
Button [Continue]  

 

[Lexus Financial Services Logo] 
 
Forgot Password 
 
 
Please enter your Username below to retrieve your password.  
 
Username  
[text box] 
 
Forgot Username? 
 
Button [Cancel] 
Button [Continue] 

1 

1 1 

2 

2 
2 



24 
 

3 Mini Reg  

 
 
 

 
 [Toyota Financial Services Logo] 

 
Forgot Password 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - or 
spaces. 
 
Last 4 Digits of your SSN / Tax ID  
 
Button [Cancel] 
Button [Continue] 
 
 
 
 

 
[Lexus Financial Services Logo] 

 
Forgot Password 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, 
- or spaces. 
 
Last 4 Digits of your SSN / Tax ID  
 
Button [Cancel] 
Button [Continue] 
 
 
 
 
 

1 

1 

2 

2 

1 

2 

3 

3 3 

4 

4 4 
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4 New password 

 
 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 
Reset Password 
 
Your information has been confirmed. Please enter and confirm a new 
password. 
 
Password  
Password is case sensitive 
[eye icon] Show 
[text box] 
 
Password Strength 
[scale] 
 
Requirements 
Your password may not contain username or a previous password. 
X or check] 8 - 20 characters 
[X or check] At least 1 letter 
[X or check] At least 1 number 
[X or check] At least 1 symbol  
[info bubble]   ~ ! @ # $ % ^ & * ( ) _ + - = [ ] \ ; ‘ , . / : “ 
[X or check] No more than 2 consecutive repeating characters  
[info bubble] 111, aaa, !!! 
 
Confirm Your Password  
[eye icon] Show 
[text box] 
 
Button [Submit]  
 

 
 
[Lexus Financial Services Logo] 
 
Forgot Password 
 
Reset Password 
 
Your information has been confirmed. Please enter and confirm a 
new password. 
 
Password   
Password is case sensitive 
[eye icon] Show 
[text box] 
 
Password Strength 
[scale] 
 
Requirements 
Your password may not contain username or previous password. 
X or check] 8 - 20 characters 
[X or check] At least 1 letter 
[X or check] At least 1 number 
[X or check] At least 1 symbol  
[info bubble]   ~ ! @ # $ % ^ & * ( ) _ + - = [ ] \ ; ‘ , . / : “ 
[X or check] No more than 2 consecutive repeating characters  
[info bubble] 111, aaa, !!! 
 
Confirm Your Password  
[eye icon] Show 
[text box] 
 
Button [Submit] 

1 

2 
1 

1 

2 

2 

3 

3 3 
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5 Login 

 
 
 
 
 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 

[✓] Your password has been reset. 
 
To log in, please enter your username and password. 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
Button [Login] 
 

 
 
[Lexus Financial Services Logo] 
 
Forgot Password  
 

[✓] Your password has been reset. 
 
To log in, please enter your username and password. 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
Button [Login] 
 

 

1 

1 1 
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1.6 (P3/P4) FORGOT PASSWORD MFA COMPLIANT (PRIVATE & PUBLIC DEVICES)  

1 Login  

 
 
 

[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box]  
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 1 
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2 Username 

 
 
 
 
 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 
 
Please enter your information below to retrieve your password. 
 
Username  
[text box] 
 
Forgot Username? 
 
Button [Cancel] 
Button [Continue]  

 

[Lexus Financial Services Logo] 
 
Forgot Password 
 
 
Please enter your information below to retrieve your password. 
 
Username  
[text box] 
 
Forgot Username? 
 
Button [Cancel] 
Button [Continue] 

1 

1 1 

2 

2 2 
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3 MFA Challenge 

 

 

 

[Toyota Financial Services Logo] 

 
Forgot Password 
 
Security  Verification Method 
 
To confirm your identity, we will either email, text or call you with a 
verification code. Please select your preference: 
 
[radio button] Send email to [email address] 
  
[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile) 
  
[radio button] Call [phone # “(XXX) XXX-XXXX] (mobile) 
 
Button [ Send Code] 
 
I don't have access to the contact points shown. 
Cancel.  
 
 
 
 
 
 
 
 
 

 

 

[Lexus Financial Services Logo] 

 
Forgot Password 
 
Security Verification Method 
 
To confirm your identity, we will either email, text or call you with a 
verification code. Please select your preference: 
 
[radio button] Send email to [email address] 
  
[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile) 
  
[radio button] Call [phone # “(XXX) XXX-XXXX] (mobile) 
 
Button [ Send Code] 
 
I don't have access to the contact points shown. 
Cancel.  
 

1 

2 

1 

1 

2 

2 

3 

4 

5 
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4 Model displayed when I don't have access to the contact points shown. is 
selected. (New) 
 

 
 
We’re Unable To  Access Your Account 
 
Please try logging in later or call our Customer Service Center at  
1-800-874-8822. 
 
Button [Close] 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
We’re Unable To  Access Your Account 
 
Please try logging in later or call our Customer Service Center at  
1-800-874-7050. 
 
Button [Close] 
 
 
 
 
 
 
 
 
 

We’re Unable To Access Your Account 

Please try logging in later or call our Customer Service Center at 1-800-

874-8822. 
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5 MFA Challenge 

 

 
[Toyota Financial Services logo] 
 
Forgot Password 
 
 
Security Code Verification 
 

[✓] A verification code was sent to [email address] 
 
Enter Email Verification Code 
[envelope icon] [text box] 
Button [Verify] 
 
Email New Verification Code 
Verify by Phone Number instead 
I don’t have access to this contact point 
Cancel 

 
[Lexus Financial Services logo] 
 
Forgot Password 
 
 
Security Code Verification 
 

[✓] A verification code was sent to [email address] 
 
Enter Email Verification Code 
[envelope icon] [text box] 
Button [Verify] 
 
Email New Verification  Code 
Verify by Phone Number instead 
I don’t have access to this contact point 
Cancel 

1 

2 

3 

1 

1 

2 

2 

3 

3 

4 

4 4 

5 

5 5 
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6 New password 

 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 
Reset Password 
 
Your information has been confirmed. Please enter and confirm a new 
password. 
 
Password  
Password is case sensitive 
[eye icon] Show 
[text box] 
 
Password Strength 
[scale] 
 
Requirements 
Your password may not contain username or previous password. 
X or check] 8 - 20 characters 
[X or check] At least 1 letter 
[X or check] At least 1 number 
[X or check] At least 1 symbol  
[info bubble]   ~ ! @ # $ % ^ & * ( ) _ + - = [ ] \ ; ‘ , . / : “ 
[X or check] No more than 2 consecutive repeating characters  
[info bubble] 111, aaa, !!! 
 
Confirm Your Password  
[eye icon] Show 
[text box] 
 
Button [Submit]  
 

 
 
[Lexus Financial Services Logo] 
 
Forgot Password 
 
Reset Password 
 
Your information has been confirmed. Please enter and confirm a 
new password. 
 
Password   
Password is case sensitive 
[eye icon] Show 
[text box] 
 
Password Strength 
[scale] 
 
Requirements 
Your password may not contain username or previous password. 
X or check] 8 - 20 characters 
[X or check] At least 1 letter 
[X or check] At least 1 number 
[X or check] At least 1 symbol  
[info bubble]   ~ ! @ # $ % ^ & * ( ) _ + - = [ ] \ ; ‘ , . / : “ 
[X or check] No more than 2 consecutive repeating characters  
[info bubble] 111, aaa, !!! 
 
Confirm Your Password  
[eye icon] Show 
[text box] 
 
Button [Submit] 

1 

2 
1 

1 

2 

2 

3 

3 3 
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7 Login 

 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 

[✓] Your password has been reset. 
 
To log in, please enter your username and password. 
 
Username  
[text box]  
 
Password  
Password is case sensitive  
[text box] 
 
Button [Login] 
 

 
 
[Lexus Financial Services Logo] 
 
Forgot Password 
 

[✓] Your password has been reset. 
 
To log in, please enter your username and password. 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 
Button [Login] 
 

 

1 1 

1 
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1.7 (U5 & P5) FORGOT USERNAME ‘OR’ PASSWORD & SQA 1, 2 OR 3 – I YEAR LATER AFTER SQA IS NO LONGER AVAILABLE 

PAGES SAME AS SEEN ABOVE – DIFFERENT FLOW 

1a Forgot username 
 

 

 
[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

 
[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 1 
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1b Enter Email 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 
 

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 

1 1 

1 

2 

2 2 

3 

3 3 
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1c Forgot SQA 1 
 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 
To verify your identity, we may use a combination of your username, 
password and security question, along with a verification code.  We 
also use data about your device that is collected and stored during 
login.  
 
Please help us protect your account by providing the information 
below.  
                                                                                                                                                                                                                                                                                                                                                                                                                                 
What was your first car? 
[text box] 
 
Forgot Security Question Answer? 
 
Button [Cancel] 
Button [Continue]  

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 
To verify your identity, we may use a combination of your 
username, password and security question, along with a 
verification code.  We also use data about your device that is 
collected and stored during login.  
 
Please help us protect your account by providing the information 
below.  
What was your first car? 
[text box] 
 
Forgot Security Question Answer? 
 
Button [Cancel] 
Button [Continue] 

1 1 

1 

2 

2 2 
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1d Complete Mini Reg to continue. 
 

 

[Toyota Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - or 
spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [Cancel] 
Button [Continue] 
 
 
 
 
 

[Lexus Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, 
- or spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [Cancel] 
Button [Continue] 
 
 
 
 

1 

2 

3 

1 

1 

2 

2 

3 

3 

4 

4 

4 
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2a Forgot Password 
 

 

 
[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

 
[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 1 
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2b Enter username 
 

 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 
 
Please enter your information below to retrieve your password.  
 
Username  
[text box] 
 
Forgot Username?  
 
Button [Cancel]  
Button [Continue]  

 

[Lexus Financial Services Logo] 
 
Forgot Password 
 
 
Please enter your information below to retrieve your password.  
 
Username  
[text box] 
 
Forgot Username? 
 
Button [Cancel] 
Button [Continue] 

1 1 

1 

2 

2 
2 
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2c Forgot SQA 2 or 3 
 

 

 
 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 
To verify your identity, please answer the following questions. 
 
Security Question: 
 
What was your first car?  
 
Enter Answer  
[text box] 
Forgot Answer? 
 
Security Question: 
 
What was the first name of your first boyfriend or girlfriend? 
 
Enter Answer  
[text box] 
Forgot Answer? 
 
Button [Cancel] 
Button [Continue] 

 
 
 
[Lexus Financial Services Logo] 
 
Forgot Password 
 
To verify your identity, please answer the following questions. 
 
Security Question: 
 
What was your first car? 
 
Enter Answer  
[text box] 
Forgot Answer? 
 
Security Question: 
 
What was the first name of your first boyfriend or girlfriend? 
 
Enter Answer  
[text box] 
Forgot Answer? 
 
Button [Cancel] 
Button [Continue] 

1 

1 

1 
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2d Complete Mini Reg to continue. 
 

 

[Toyota Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - or 
spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [ Cancel] 
Button [ Continue] 
 
 
 
 
 

[Lexus Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, 
- or spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [Cancel] 
Button [Continue] 
 
 
 
 

 

 

1 

2 

3 

1 

1 

2 

2 

3 

3 

4 

4 

4 
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1.8 (U6) FORGOT USERNAME & EMAIL  

PAGES SAME AS SEEN ABOVE – DIFFERENT FLOW 

1 Forgot Username 
 

 

 
[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

 
[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 1 
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2 Forgot Email 
 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 
 

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 

1 1 

1 

2 2 

2 

3 

3 3 
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3 Complete Mini Reg to continue. 
 

 

 

[Toyota Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - or 
spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [Cancel]  
Button [Continue] 
 
 
 
 

 

[Lexus Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, 
- or spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [Cancel] 
Button [Continue] 
 
 
 
 

 

 

 

1 

2 

3 

1 

1 

2 

2 

3 

3 

4 

4 

4 
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1.9 (U7) MFA COMPLIANT/PUBLIC DEVICE- 

 FORGOT USERNAME & HAVE NO ACCESS TO MFA 

1 Forgot Username from PUBLIC device 
 

 

 
[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

 
[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 

1 



46 
 

2 Forgot Email 
 

 

 
[Toyota Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box]  
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue] 
 

 
[Lexus Financial Services Logo] 
 
Forgot Username 
 
Please enter your information below to retrieve your username. 
 
Account Management Email   
[text box] 
 
Forgot Account Management Email ? 
 
Button [Cancel] 
Button [Continue]  

1 1 

1 

2 

2 2 

3 

3 3 
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3 Completes Mini Reg (and must be MFA challenged to continue) 
 

 

 

[Toyota Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - or 
spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [Cancel] 
Button [Continue] 
 
 
 
 
 

 

[Lexus Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, 
- or spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [Cancel] 
Button [Continue] 
 
 
 
 

1 

2 

3 

1 

1 

2 

2 

3 

3 

4 

4 

4 
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4 Click Link “I do not have access to the contact points”  

We are waiting for Security to let us know what we do with this Customer. 

 

 

[Toyota Financial Services Logo] 

 
Login 
 
Security Verification Method 
 
 
To confirm your identity, we will either email, text or call you with a 
verification code. Please select your preference: 
 
[radio button] Send email to [email address] 
  
[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile) 
  
[radio button] Call [phone # “(XXX) XXX-XXXX] (mobile) 
 
[check box] Remember this as my preferred verification method. 
  
Button [Send Code] 
 
I don't have access to the contact points shown. 
Cancel 
 

 

[Lexus Financial Services Logo] 

 
Login 
 
Security Verification Method 
 
 
To confirm your identity, we will either email, text or call you with 
a verification code. Please select your preference: 
 
[radio button] Send email to [email address] 
  
[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile) 
  
[radio button] Call [phone # “(XXX) XXX-XXXX] (mobile) 
 
[check box] Remember this as my preferred verification method. 
  
Button [Send Code] 
 
I don't have access to the contact points shown. 
Cancel 
 

1 

3 

1 

1 

2 

2 
2 

3 

4 

4 

3 

4 
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5 Model displayed when I don't have access to the contact points shown. is 
selected. (New) 
 

 
 
We’re Unable To  Access Your Account 
 
Please try logging in later or call our Customer Service Center at  
1-800-874-8822. 
 
Button [Close] 

 
 
We’re Unable To  Access Your Account 
 
Please try logging in later or call our Customer Service Center at  
1-800-874-7050. 
 
Button [Close] 

 

 

We’re Unable To Access Your Account 

Please try logging in later or call our Customer Service Center at 1-800-

874-8822. 
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1.10 (P7) MFA COMPLIANT/ PUBLIC OR PRIVATE DEVICE -  

FORGOT PASSWORD AND USERNAME 

1 Forgot Password 
 

 

 
[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

 
[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 

1 
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2 Forgot Password 
 

 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 
 
 
Please enter your information below to retrieve your username.  
 
Username  
[text box]  
 
Forgot Username?  
 
Button [Cancel]  
Button [Continue]  

 

[Lexus Financial Services Logo] 
 
Forgot Password 
 
 
Please enter your information below to retrieve your username.  
 
Username  
[text box] 
 
Forgot Username? 
 
Button [Cancel]  
Button [Continue] 

1 1 

1 

2 

2 2 
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3 Completes Mini Reg  
 

 

 

[Toyota Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - or 
spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [ Cancel] 
Button [ Continue] 
 
 
 
 
 

 

[Lexus Financial Services Logo] 

 
 
Forgot Username 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, 
- or spaces. 
[text boxes] 
 
Last 4 Digits of your SSN / Tax ID  
[text boxes] 
 
Button [Cancel] 
Button [Continue] 
 
 
 
 

1 

2 

3 

1 

1 

2 

2 

3 

3 

4 

4 

4 
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4 Completes MFA Challenge to continue 
 

 

 

[Toyota Financial Services Logo] 

 
Login 
 
Security Verification Method 
 
To confirm your identity, we will either email, text or call you with a 

verification code. Please select your preference: 

[radio button] Send email to [email address] 

[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile) 

[radio button] Call [phone # “(XXX) XXX-XXXX] (mobile) 

[check box] Remember this as my preferred verification method. 

Button [Send Code] 

I don't have access to the contact points shown. 

Cancel 

 
 
 
 
 
 

 

[Lexus Financial Services Logo] 

 
Login 
 
Security Verification Method 
 
To confirm your identity, we will either email, text or call you with 

a verification code. Please select your preference: 

[radio button] Send email to [email address] 

[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile) 

[radio button] Call [phone # “(XXX) XXX-XXXX] (mobile) 

[check box] Remember this as my preferred verification method. 

Button [Send Code] 

I don't have access to the contact points shown. 

Cancel 

 

1 

2 

1 

1 

2 

2 

3 

3 

4 

4 

3 

4 
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5 Model displayed when I don't have access to the contact points shown. is 
selected. (New) 
 

 
 
We’re Unable To  Access Your Account 
 
Please try logging in later or call our Customer Service Center at  
1-800-874-8822. 
 
Button [Close] 

 
 
We’re Unable To  Access Your Account 
 
Please try logging in later or call our Customer Service Center at  
1-800-874-7050. 
 
Button [Close] 

 

 

 

 

We’re Unable To Access Your Account 

Please try logging in later or call our Customer Service Center at 1-800-

874-8822. 
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1.11 (P8) MFA COMPLIANT/PUBLIC OR PRIVATE DEVICE- 

 FORGOT PASSWORD & SQA & HAVE NO ACCESS TO MFA 

1 Forgot Password 

 

 
[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

 
[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 1 
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2 Forgot Password 
 

 

 
 
[Toyota Financial Services Logo] 
 
Forgot Password 
 
Please enter your information below to retrieve your password.  
 
Username  
[text box] 
 
Forgot Username? 
 
Button [Cancel] 
Button [Continue]  

 

[Lexus Financial Services Logo] 
 
Forgot Password 
 
 
Please enter your information below to retrieve your password.  
 
Username  
[text box] 
 
Forgot Username? 
 
Button [Cancel] 
Button [Continue] 

1 1 

1 

2 

2 

2 
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3 Completes Mini Reg (and must be MFA challenged to continue) 

 
 

 
 [Toyota Financial Services Logo] 

 
Forgot Password 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - or 
spaces. 
 
Last 4 Digits of your SSN / Tax ID  
 
Button [Cancel] 
Button [Continue] 
 
 
 
 

 
[Lexus Financial Services Logo] 

 
Forgot Password 
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, 
- or spaces. 
 
Last 4 Digits of your SSN / Tax ID  
 
Button [Cancel] 
Button [Continue] 
 
 
 
 
 

1 

2 

3 

4 

1 

1 

2 

2 

3 

3 

4 

4 
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4 Click Link “I do not have access to the contact points” 
We are waiting for Security to let us know what we do with this Customer. 
 

 

 

[Toyota Financial Services Logo] 

 
Login 
 
Security Verification Method 
 
To confirm your identity, we will either email, text or call you with a 
one-time verification code. Please select your preference: 
 
[radio button] Send email to [email address] 
  
[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile) 
  
[radio button] Call [phone # “(XXX) XXX-XXXX] (mobile) 
 
[check box] Remember this as my preferred verification method. 
 
Button [Send Code] 
 
I don't have access to the contact points shown. 
Cancel 
 

 

[Lexus Financial Services Logo] 

 
Login 
 
Security Verification Method 
 
To confirm your identity, we will either email, text or call you with 
a one-time verification code. Please select your preference: 
 
[radio button] Send email to [email address] 
  
[radio button] Text to [phone # “(XXX) XXX-XXXX] (mobile) 
  
[radio button] Call [phone # “(XXX) XXX-XXXX] (mobile) 
 
[check box] Remember this as my preferred verification method. 
 
Button [Send Code] 
 
I don't have access to the contact points shown. 
Cancel 
 

1 

2 

1 

1 

2 

2 

3 

3 3 

4 

4 



59 
 

5 Model displayed when I don't have access to the contact points shown. is 
selected. (New) 
 

 
 
We’re Unable To  Access Your Account 
 
Please try logging in later or call our Customer Service Center at  
1-800-874-8822. 
 
Button [Close] 

 
 
We’re Unable To  Access Your Account 
 
Please try logging in later or call our Customer Service Center at  
1-800-874-7050. 
 
Button [Close] 

 

 

 

 

 

 

 

 

 

 

We’re Unable To Access Your Account 

Please try logging in later or call our Customer Service Center at 1-800-

874-8822. 

 

 

 



60 
 

2.0 MFA CONVERSION FLOWS  

2.1 (CONVERT1) MSFA/UP COMPLIANT  

Page Mobile Web Prototype Pages TFS mWeb Proposed Content LFS mWeb Proposed Content 

1 Login  

 

[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 

1 1 
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2 SQA 

 

 
 
 

[Toyota Financial Services Logo] 
 
Login 
 
To verify your identity, we may use a combination of 
your username, password and security question, along 
with a verification code.  We also use data about your 
device that is collected and stored during login.  
 
Please help us protect your account by providing the 
information below.  
 
What was your first car? 
 
Enter Answer  
[text box]  
Forgot Security Question Answer? 
 
Button [Cancel]  
Button [Continue]  

 
 
 

[Lexus Financial Services Logo] 
 
Login 
 
To verify your identity, we may use a combination of 
your username, password and security question, along 
with a verification code.  We also use data about your 
device that is collected and stored during login.  
 
Please help us protect your account by providing the 
information below. 
 
What was your first car? 
 
Enter Answer  
[text box] 
Forgot Security Question Answer? 
 
Button [Cancel] 
Button [Continue] 

1 

2 

3 

1 
1 

3 3 

2 

2 

4 

4 4 
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3 EBA OC 

 

 
 
No copy change 

 
 
No copy change 
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4 MFA Setup 

 

 
 
[Toyota Financial Services logo] 
 
 
Login 
 
Security Setup 
 
To help verify your account, we’ll send a code to your email address. 
 
Account Management Email email address] 
[pencil icon] Edit 
 
 
P  
 
Phone (Recommended) 
It’s optional, but verifying your phone number now can save you time 
in the future by giving you another way to access your account when 
email is unavailable or inconvenient.  
 [Dropdown] 
Select One 
Mobile 
Landline 
[text] [XXX-XXX-XXXX] 
[radio button]Text Me 
[radio button] Call Me 
 
Message & data rates may apply. 
 
By providing your telephone number, you agree that we may deliver 
verification codes to this number using an auto dialer and/or 
prerecorded, artificial voice messages.  
  
Note: Please be aware that anyone with access to your email or phone 
may be able to log in into your account, view your account 
information, and change your settings. 
 
 
Button [Send Verification]  
Button [Cancel]  
 
 

 
 
[Lexus Financial Services logo] 
 
 
Login 
 
Security Setup 
 
To help verify your account, we’ll send a code to your email address. 
 
Account Management Email  
[email address] 
[pencil icon] Edit 
 
 
P  
 
Phone (Recommended) 
It’s optional, but verifying your phone number now can save you 
time in the future by giving you another way to access your account 
when email is unavailable or inconvenient.  
 [Dropdown] 
Select One 
Mobile 
Landline 
[text] [XXX-XXX-XXXX] 
[radio button]Text Me 
[radio button] Call Me 
 
Message & data rates may apply. 
 
By providing your telephone number, you agree that we may deliver 
verification codes to this number using an auto dialer and/or 
prerecorded, artificial voice messages.  
  
Note: Please be aware that anyone with access to your email or 
phone may be able to log in into your account, view your account 
information, and change your settings. 
 
Button [Send Verification] 
Button [Cancel] 
 

1 

2 

3 

4 

1 

1 
2 

2 

3 

3 

4 

4 

5 

5 

5 

6 

6 

6 

7 

7 

7 
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5 MFA Setup 

 

 
 
 
[Toyota Financial Services logo] 
 
Login 
 
Security Code Verification 
 

[✓] A verification code was sent to [email] 
 
Enter Email Verification Code 
[envelope icon] [text box] 
Button [Verify] 
 
Email New Verification Code 
Edit Account Management Email  
Cancel 
 

 
 
 
[Lexus Financial Services logo] 
 
Login 
 
Security Code Verification 
 

[✓] A verification code was sent to [email] 
 
Enter Email Verification Code 
[envelope icon] [text box] 
Button [Verify] 
 
Email New Verification Code 
Edit Account Management Email  
Cancel 
 

1 

2 

3 1 

1 

2 

2 

3 

3 

4 

4 4 
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6 MFA Setup 

 

[Toyota Financial Services logo] 
 
Login 
 
Security Setup 
 

[✓]Your Account Has Been Verified 
 
Select Security Preference  
[info bubble] 
If you select "Remember this computer / device" the next time you log 
in, you may be able to skip security verification. By selecting "Do not 
remember this computer / device," you will have to enter a verification 
code when you log in. Do not select "Remember this computer / 
device" if your device is used by people you don’t trust with your 
account or personal information. 
 
[radio button] Remember this computer / device. I am the only user of 
this computer / device. 
 
[check box] 2-Step Verification (Optional): 
For additional security, 2-step verification requires your password and 
a unique verification code at every login. The verification code will be 
sent to your preferred verification method (text, call or email), which 
can be updated in your Security settings. 
  
[radio button] Do not remember this computer / device. There are 
other users of this shared computer / device. 
 
Button [Continue]  
 
 

[Lexus Financial Services logo] 
 
Login 
 
Security Setup 
 

[✓]Your Account Has Been Verified 
 
Select Security Preference  
[info bubble] 
If you select "Remember this computer / device" the next time you 
log in, you may be able to skip security verification. By selecting "Do 
not remember this computer / device," you will have to enter a 
verification code when you log in. Do not select "Remember this 
computer / device" if your device is used by people you don’t trust 
with your account or personal information. 
 
[radio button] Remember this computer / device. I am the only user 
of this computer / device. 
 
[check box] 2-Step Verification (Optional): 
For additional security, 2-step verification requires your password 
and a unique verification code at every login. The verification code 
will be sent to your preferred verification method (text, call or 
email), which can be updated in your Security settings. 
  
[radio button] Do not remember this computer / device. There are 
other users of this shared computer / device. 
 
Button [Continue] 
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7 Paperless 
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8 Paperless 
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9 My Account 
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No copy changes 

 



69 
 

2.2 (CONVERT2) NON MSFA AND/OR NON UP COMPLIANT  

Page Mobile Web Prototype Pages TFS mWeb Proposed Content LFS mWeb Proposed Content 

1 Login  

 

[Toyota Financial Services Logo] 
 
Login 
 
Welcome to Toyota Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 
 
 
 

[Lexus Financial Services logo] 
 
Login 
 
Welcome to Lexus Financial Services 
 
Username  
[text box] 
 
Password  
Password is case sensitive  
[text box] 
 

At login, we collect and store data about your device (i.e., 

smartphone, computer or tablet) to verify your identity. 

Button [Login] 
 
Forgot Password | Username 
Register Now 
Other Payment Options 
Login FAQs 

1 1 

1 
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2 Mini Reg 

 

 
 [Toyota Financial Services Logo] 

 
Login  
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - or 
spaces. 
 
Last 4 Digits of your SSN / Tax ID  
 
Button [Cancel] 
Button [Continue] 
 
 
 

 
[Lexus Financial Services Logo] 

 
Login  
 
Account Information 
 
Please provide the following information:  
 
Account number  
[info bubble]  You can find your account number on your billing 
statement. Please do not include any special characters such as %, - 
or spaces. 
 
Last 4 Digits of your SSN / Tax ID  
 
Button [Cancel] 
Button [Continue] 
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3 New Username and Password 

 

 
 
 
[Toyota Financial Services Logo] 
 
Login 
 
Account Information 
 
Username  
[text box] 
 
Account Management Email  
[text box] 
 
Password   
Password is case sensitive 
[eye icon] Show 
[text box]  
 
Password Strength 
[scale] 
 
Requirements 
Your password may not contain username or previous password. 
X or check] 8 - 20 characters 
[X or check] At least 1 letter 
[X or check] At least 1 number 
[X or check] At least 1 symbol  
[info bubble]   ~ ! @ # $ % ^ & * ( ) _ + - = [ ] \ ; ‘ , . / : “ 
[X or check] No more than 2 consecutive repeating characters  
[info bubble] 111, aaa, !!! 
 
Confirm Your Password  
[eye icon] Show 
[text box] 
 
Button [Save & Continue] 
Button [Cancel] 
 
 
 

 
 
 
[Lexus Financial Services Logo] 
 
Login 
 
Account Information 
 
Username  
[text box] 
 
Account Management Email  
[text box] 
 
Password   
Password is case sensitive 
[eye icon] Show 
[text box] 
 
Password Strength 
[scale] 
 
Requirements 
Your password may not contain username or previous password. 
X or check] 8 - 20 characters 
[X or check] At least 1 letter 
[X or check] At least 1 number 
[X or check] At least 1 symbol  
[info bubble]   ~ ! @ # $ % ^ & * ( ) _ + - = [ ] \ ; ‘ , . / : “ 
[X or check] No more than 2 consecutive repeating characters  
[info bubble] 111, aaa, !!! 
 
Confirm Your Password  
[eye icon] Show 
[text box] 
 
Button [Save & Continue] 
Button [Cancel] 
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4 EBA OC 
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5 MFA Setup 

 

 
 
[Toyota Financial Services logo] 
 
Login 
 
Security Setup 
 
To help verify your account, we’ll send a code to your email address. 
 
Email Address  
[email address] 
[pencil icon] Edit 
 
 
P  
 
Phone (Recommended) 
It’s optional, but verifying your phone number now can save you time 
in the future by giving you another way to access your account when 
email is unavailable or inconvenient.  
[Dropdown] 
Select One 
Mobile 
Landline 
[text box] [XXX-XXX-XXXX] 
 
[radio button] Text Me 
[radio button] Call Me 
 
Message & data rates may apply. 
 
By providing your telephone number, you agree that we may deliver 
verification codes to this number using an auto dialer and/or 
prerecorded, artificial voice messages.  
 
Note: Please be aware that anyone with access to your email or phone 
may be able to log in into your account, view your account 
information, and change your settings. 
 
Button [Send Verification]  
Button [Cancel]  
 
 

 
 
[Lexus Financial Services logo] 
 
Login 
 
Security Setup 
 
To help verify your account, we’ll send a code to your email address. 
 
Email Address  
[email address] 
[pencil icon] Edit 
 
 
P  
 
Phone (Recommended) 
It’s optional, but verifying your phone number now can save you 
time in the future by giving you another way to access your account 
when email is unavailable or inconvenient.  
 [Dropdown] 
Select One 
Mobile 
Landline 
[text box] [XXX-XXX-XXXX] 
 
[radio button] Text Me 
[radio button] Call Me 
 
Message & data rates may apply. 
 
By providing your telephone number, you agree that we may deliver 
verification codes to this number using an auto dialer and/or 
prerecorded, artificial voice messages.  
 
Note: Please be aware that anyone with access to your email or 
phone may be able to log in into your account, view your account 
information, and change your settings. 
 
Button [Send Verification]  
Button [Cancel]  
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6 MFA Setup 

 

 
 
 
[Toyota Financial Services logo] 
 
Login 
 
Security Code Verification 
 

[✓] A verification code was sent to [email] 
 
Enter Email Verification Code 
[envelope icon] [text box] 
Button [Verify] 
 
Email New Verification Code 
Edit Account Management Email  
Cancel 
 

 
 
 
[Lexus Financial Services logo] 
 
Login 
 
Security Code Verification 
 

[✓] A verification code was sent to [email] 
 
Enter Email Verification Code 
[envelope icon] [text box] 
Button [Verify] 
 
Email New Verification Code 
Edit Account Management Email  
Cancel 
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6 MFA Setup 

 

[Toyota Financial Services logo] 
 
Login 
 
Security Setup 
 

[✓]Your Account Has Been Verified 
 
Select Security Preference  
[info bubble] 
If you select "Remember this computer / device" the next time you log 
in, you may be able to skip security verification. By selecting "Do not 
remember this computer / device," you will have to enter a verification 
code when you log in. Do not select "Remember this computer / 
device" if your device is used by people you don’t trust with your 
account or personal information.    
[radio button] Remember this computer / device. I am the only user of 
this computer / device.     
 
[check box] 2-Step Verification (Optional): 
For additional security, 2-step verification requires your password and 
a unique verification code at every login. The verification code will be 
sent to your preferred verification method (text, call or email), which 
can be updated in your Security settings. 
  
[radio button] Do not remember this computer / device. There are 
other users of this shared computer / device. 
 
Button [Continue]  
 
 

[Lexus Financial Services logo] 
 
Login 
 
Security Setup 
 

[✓]Your Account Has Been Verified 
 
Select Security Preference  
[info bubble] 
If you select "Remember this computer / device" the next time you 
log in, you may be able to skip security verification. By selecting "Do 
not remember this computer / device," you will have to enter a 
verification code when you log in. Do not select "Remember this 
computer / device" if your device is used by people you don’t trust 
with your account or personal information. 
 
[radio button] Remember this computer / device. I am the only user 
of this computer / device.     
 
[check box] 2-Step Verification (Optional): 
For additional security, 2-step verification requires your password 
and a unique verification code at every login. The verification code 
will be sent to your preferred verification method (text, call or 
email), which can be updated in your Security settings. 
  
[radio button] Do not remember this computer / device. There are 
other users of this shared computer / device. 
 
Button [Continue] 
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7 Paperless 
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8 Paperless 
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9 My Account 
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