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1.0

\Page

MFA CONVERSION FLOWS

1.1

MSFA/UP COMPLIANT

iOS Prototype Pages

Login

se800 nVision F

@& TOYOTA

Enable Touch ID 9| B

At login, we collect and store data about your device
(i.e., smartphone, computer or tablet) to verify your
identity.

¢ TRUSTe

Can't log in?

I Register now

Privacy Terms Contact us Maore

TFS iOS Proposed Content
Center Nav: [Toyota Financial Services Logo]

Already registered on toyotafinancial.com? Log in using your
username and password.

[text box] Username
[text box] Password

[Radio Button] Enable Touch ID

[info bubble]
Touch ID lets you log in to your TFS account with your

fingerprint in place of your username and password.
Button [Login]

At login, we collect and store data about your device (i.e.,
smartphone, computer or tablet) to verify your identity.

[link] Can’t log in?
[link] Register now

LFS iOS Proposed Content
Center Nav: [Lexus Financial Services Logo]

Already registered on lexusfinancial.com? Log in using your
username and password.

[text box] Username
[text box] Password

[Radio Button] Enable Touch ID

[info bubble]

Touch ID lets you log in to your LFS account with your
fingerprint in place of your username and password.

Button [Login]

At login, we collect and store data about your device (i.e.,
smartphone, computer or tablet) to verify your identity.

[link] Can’t log in?
[link] Register now




SQA1

sseco n\ision ¥ 8:00 PM

VERIFY IDENTITY

I Please answer the following guestions.

What was your first car?

Forgot answer?

Cancel Continue

VERIFY IDENTITY

Please answer the following question.
[question] What was your first car?
[text box for answer]

Forgot answer?

Button [Cancel]
Button [Continue]

VERIFY IDENTITY

Please answer the following question.
[question] What was your first car?
[text box for answer]

Forgot answer?

Button [Cancel]
Button [Continue]




EBA OC

sssco |nVision ¥ 8:00 PM

AGREEMENTS

Electronic Communications & Agreements
Effective from December 2012

Lorem Ipsum. Proin gravida nibh vel velit
auctor aliquet. Aenean sollicitudin, lorem quis
bibendum auctor, nisi elit conseguat ipsum,
nec sagittis sem nibh id elit. Duis sed odio sit
amet nibh vulputate cursus a sit amet mauris.
Morbi accumsan ipsum velit. Nam nec tellus a
odio tincidunt auctor a ornare odio. Proin
gravida nibh vel velit auctor aliquet.

Nam nec tellus a odio tincidunt auctor a
ornare odio. Proin gravida nibh vel velit auctor
aliguet.

7~ TRUSTe

No copy change

No copy change




MFA Setup

sesce InVision F 8:00 PM

SECURITY SETUP

To secure your account, we'll send a code to your
email address,

Email Address j*****oe@gmail.com

For additional security, you can also verify your
phone number. We will ask you to provide codes
from both phone and email to continue.

Phone Number (optional) e

Phone Type

Select One

I Data rates may apply.

Note. Individuals with access to your devices and

ultimately the contact points entered above will be able to

Fhange your password amongst other account settings and

retrieve al of your customer data. Please be cautious.

Cancel Send Verification

100% (-

SECURITY SETUP

SECURITY SETUP

To help verify your account, we’ll send a code to your email address.

Fo help verify your account, we’ll send a code to your email address.

Account Management Email [email address]

Account Management Email [email address]

Phone (Recommended)

It’s optional, but verifying your phone number now can save you tim

in the future by giving you another way to access your account wher
email is unavailable or inconvenient.
[text box]

Phone Type
[Dropdown]
Select One
Mobile
Landline

[radio button] Text Me
[radio button] Call Me

Message & data rates may apply.
By providing your telephone number, you agree that we may deliver I
verification codes to this number using an auto dialer and/or
prerecorded, artificial voice messages.

Phone (Recommended)

It’s optional, but verifying your phone number now can save you time
in the future by giving you another way to access your account when
email is unavailable or inconvenient.

[text box]

Phone Type
[Dropdown]
Select One
Mobile
Landline

[radio button] Text Me
[radio button] Call Me

Message & data rates may apply.
y providing your telephone number, you agree that we may deliver
erification codes to this number using an auto dialer and/or
prerecorded, artificial voice messages.

Note: Please be aware that anyone with access to your email or phor] I

Note: Please be aware that anyone with access to your email or

may be able to log in into your account, view your account
information, and change your settings.

Button [ Cancel]
Button [ Send Verification]

hone may be able to log in into your account, view your account
information, and change your settings.

Button [Cancel]
Button [Send Verification]




MFA Setup — Email Verification

ssscc |nVision T

8:00 PM

n EMAIL VERIFICATION

I We just sent a code to """ oe@gmail.com

Enter Coda

I Resend Email Code

Edit Email Address

Cancel

SECURITY CODE VERIFICATION
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]
Email New Verification Code

Edit Account Management Email
Cancel

SECURITY CODE VERIFICATION
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]
Email New Verification Code

Edit Account Management Email
Cancel




MFA Setup — Phone Verification

eee00 InVision T 8:00 PM 100%

n PHONE VERIFICATION

I We just sent a code by text to (***) ***-1234

123456

I Resend Phone Code

Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

Cancel

SECURITY CODE VERIFICATION
[phone icon]
A verification code was sent to (***) *** . 1234

Enter Verification Code
[numericinput field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

Cancel

SECURITY CODE VERIFICATION
[phone icon]
A verification code was sent to (***) *** . 1234

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

Cancel




MFA Setup - Preferred Verification Method
8:00 PM

seeco nVision ¥

n PREFERRED VERIFICATION METHOD

2 Ifou may select a default method of verification
for future identity verifications upon login.

4 | preferred Method (optional)

8 |an email to j*****0e@gmail.com

atext to (2) **-1234

acall to (2*) *™-1234

Skip n Select

SECURITY VERIFICATION METHOD

Please select your preferred verification method. By selecting Skip))

SECURITY VERIFICATION METHOD

your default method of verification will be your email address.

Email to j*****oe@gmail.com [radio button]

[Text to (2**) ***-1234 [radio button]

Call to (2**) ***-1234 [radio button]

Button [Skip]
Button [Save]

your default method of verification will be your email address.

[
! Please select your preferred verification method. By selecting Skip,

Email to j*****oe@gmail.com [radio button]

Text to (2**) ***-1234 [radio button]
Call to (2**) ***-1234 [radio button]

Button [Skip]

Button [Save]




MFA Setup — Security Preferences
sseco |n\Vision T 2:00 PM 1007 (=]

I] SECURITY PREFERENCES

v/

Select Security Preference: ©

Remember this computer / device.
It is my own private device of which I'm

the only user.

Do not remember this computer / device.

This is a public and/or one that is used by
people other than myself.

2-Step Verification (optional):
If you would like to have our system

ALWAYS challenge you whenever anyone
tries to access your account (including

yourself)
Continue

SECURITY SETUP |

[ ]Your Account Has Been Verified

Select Security Preference :

[info bubble]
If you select "Remember this computer / device" the next time you

in, you may be able to skip security verification. By selecting "Do not

remember this computer / device," you will have to enter a verification

code when you log in. Do not select "Remember this computer /
device" if your device is used by people you don’t trust with your
account or personal information.

Remember this computer / device. | am the only user of this compy
/ device.

[radio button]

SECURITY SETUP| ]

[ ]Your Account Has Been Verified

Select Security Preference

[info bubble]

If you select "Remember this computer / device" the next time you
log in, you may be able to skip security verification. By selecting "Do
not remember this computer / device," you will have to enter a
verification code when you log in. Do not select "Remember this
computer / device" if your device is used by people you don’t trust
with your account or personal information.

Remember this computer / device. | am the only user of this
computer / device.
[radio button]

2-Step Verification (Optional):
For additional security, 2-step verification requires your password an

R-Step Verification (Optional):
For additional security, 2-step verification requires your password

a unique verification code at every login. The verification code will be
sent to your preferred verification method (text, call or email), which
can be updated in your Security settings.

[check box]

and a unique verification code at every login. The verification code
will be sent to your preferred verification method (text, call or email),
which can be updated in your Security settings.

[check box]

Do not remember this computer / device. There are other users of t

shared computer / device.

Do not remember this computer / device. There are other users of
this shared computer / device.

[radio button]

Button [ Continue]

[radio button]

Button [Continue]
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My Account

MY ACCOUNT +

2014 LEXUS RX 350

Account Number 040772FB212

p ﬁ i -’—s ’__h- N :
% "
m——

TOTAL DUE

$894.63

Due date 30 Jan, 2016

Make Payment

& ® O

MY ACCOUNT PAYMENT HISTORY PAYOFF INFO MORE

No copy change

No copy change
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1.2 NON MSFA AND/OR NON UP COMPLIANT

Login
se800 |F\ision = 100% ) Center Nav: [Toyota Financial Services Logo] Center Nav: [Lexus Financial Services Logo]
1 Already registered on toyotafinancial.com? Log in using your| [ |Already registered on lexusfinancial.com? Log in using your
username and password. username and password.
@ TOYOTA [text box] Username [text box] Username
FINANCIAL SERVICES [text box] Password [text box] Password
1 [Radio Button: “Enable Touch ID”] [Radio Button: “Enable Touch ID”]
2 [info bubble] 2 [info bubble]
o Touch ID lets you log in to your TFS account with your Touch ID lets you log in to your LFS account with your
fingerprint in place of your username and password. fingerprint in place of your username and password.
(<] Button [Login] Button [Login]
° At login, we collect and store data about your device (i.e., At login, we collect and store data about your device (i.e.,
Enable Touch 1D 2 smartphone, computer or tablet) to verify your identity. smartphone, computer or tablet) to verify your identity.

[link] Can’t log in? [link] Can’t log in?

Lagin [link] Register now [link] Register now

At login, we collect and store data about your device
(i.e., smartphone, computer or tablet) to verify your

identity.
7 TRUSTe
Can't log in?
Register now

lerms Contact us More
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Mini Reg

lease provide following inframation.

Account Number

Last Four Digits of SSN

Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad

Continue

Cancel

LOGIN
Account Information
Please provide the following information:

Account Number

[info bubble]

You can find your account number on your billing statement. Please
not include any special characters such as %, - or spaces.

[text box]

Last 4 Digits of your SSN / Tax ID
[text box]

Button [Cancel]
Button [Continue]

LOGIN
Account Information
Please provide the following information:

Account Number

[info bubble]

You can find your account number on your billing statement. Please
do not include any special characters such as %, - or spaces.

[text box]

Last 4 Digits of your SSN / Tax ID
[text box]

Button [Cancel]
Button [Continue]
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EBA OC

sssco |nVision ¥ 8:00 PM

AGREEMENTS

Electronic Communications & Agreements
Effective from December 2012

Lorem Ipsum. Proin gravida nibh vel velit
auctor aliquet. Aenean sollicitudin, lorem quis
bibendum auctor, nisi elit conseguat ipsum,
nec sagittis sem nibh id elit. Duis sed odio sit
amet nibh vulputate cursus a sit amet mauris.
Morbi accumsan ipsum velit. Nam nec tellus a
odio tincidunt auctor a ornare odio. Proin
gravida nibh vel velit auctor aliquet.

Nam nec tellus a odio tincidunt auctor a
ornare odio. Proin gravida nibh vel velit auctor
aliguet.

7~ TRUSTe

No copy change

No copy change
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New Username & Password

eeeco |nVision ¥

8:00 PM 100% (=)

I] PROTECT YOUR ACCOUNT

New Username

New Password

Password Strength

Requirements

8-20 characters
At Least 1 Letter

¢ X X X X

characters @

Cancel

Account Management Email 0‘ 3

Confirm New Password| [§

Password is case sensitive

May not contain username or previous password

At Least 1 Number
At Least 1 symbol @
No more than 2 consecutive repeating

ACCOUNT INFORMATION

We've updated our requirements to provide you with improved
security. Please choose a new username & password.

Account Management Email

[info bubble]

This email address is our primary point of contact with you related t
your TFS account. If you enroll in Pay Online, you will receive all Pay
Online correspondence at this email address.

[text box]

New Username
[text box]

New Password
Password is case sensitive

[eye icon] Show
[text box]

Password Strength
[scale]

Requirements

May not contain username or previous password.

X or check] 8 - 20 characters

[X or check] At least 1 letter

[X or check] At least 1 number

[X or check] At least 1 symbol

[infobubble] ~1@#S%A&*()_+-=[1\;",./:“

[X or check] No more than 2 consecutive repeating characters
[info bubble] 111, aaa, !!!

Confirm New Password
[eye icon] Show
[text box]

Button [Cancel]
Button [Submit]

ACCOUNT INFORMATION

We've updated our requirements to provide you with improved
security. Please choose a new username & password.

Account Management Email

[info bubble]

This email address is our primary point of contact with you related to
your LFS account. If you enroll in Pay Online, you will receive all Pay
Online correspondence at this email address.

[text box]

Username
[text box]

Password

Password is case sensitive
[eye icon] Show

[text box]

Password Strength
[scale]

Requirements

May not contain username or previous password.

X or check] 8 - 20 characters

[X or check] At least 1 letter

[X or check] At least 1 number

[X or check] At least 1 symbol

[info bubble] ~!1@#S%A&*()_+-=[]1\;‘,./:“

[X or check] No more than 2 consecutive repeating characters
[info bubble] 111, aaa, !!!

Confirm New Password
[eye icon] Show
[text box]

Button [Cancel]
Button [Submit]

15




Security Modal

sesce nVision T

Security Update

With this update you will now be able to
use your email address and phone number
to verify your identity.

Security Update

With this update you will be able to use your email address and phone
number to verify your identity.

Button [OK]

Security Update

With this update you will be able to use your email address and
phone number to verify your identity.

Button [OK]

16




MFA Setup

sesce InVision F

8:00 PM

SECURITY SETUP

To secure your account, we'll send a code to your

Email Address

email address.

j*****oe@gmail.com

For additional security, you can also verify your
phone number. We will ask you to provide codes
from both phone and email to continue.

Phone Number (optional) e

Phone Type

Select One

Cancel

Data rates may apply.

Note. Individuals with access to your devices and
Itimately the contact points entered above will be able to
ange your password amongst other account settings and
retrieve al of your customer data. Please be cautious.

Send Verification

100% (-

SECURITY SETUP

SECURITY SETUP

To help verify your account, we’ll send a code to your email address.

To help verify your account, we’ll send a code to your email address.

Account Management Email [email address]

Account Management Email [email address]

Phone (Recommended)

Phone (Recommended)

It’s optional, but verifying your phone number now can save you time

in the future by giving you another way to access your account when

email is unavailable or inconvenient.
[text box]

Phone Type
[Dropdown]
Select One
Mobile
Landline

[radio button] Text Me
[radio button] Call Me

It’s optional, but verifying your phone number now can save you time
in the future by giving you another way to access your account when
email is unavailable or inconvenient.

[text box]

Phone Type
[Dropdown]
Select One
Mobile
Landline

[radio button] Text Me
[radio button] Call Me

Message & data rates may apply.
By providing your telephone number, you agree that we may deliver
verification codes to this number using an auto dialer and/or

Message & data rates may apply.
By providing your telephone number, you agree that we may deliver

verification codes to this number using an auto dialer and/or

prerecorded, artificial voice messages.

Note: Please be aware that anyone with access to your email or pho

may be able to log in into your account, view your account

information, and change your settings

Button [Cancel]
Button [Send Verification]

prerecorded, artificial voice messages.

Note: Please be aware that anyone with access to your email or
phone may be able to log in into your account, view your account
information, and change your settings

Button [Cancel]
Button [Send Verification]
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MFA Setup — Email Verification

ssscc |nVision T

8:00 PM

I] EMAIL VERIFICATION

I We just sent a code to """ oe@gmail.com

Enter Coda

I Resend Email Code

Edit Email Address

Cancel

SECURITY CODE VERIFICATION
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]
Email New Verification Code

Edit Account Management Email
Cancel

SECURITY CODE VERIFICATION
[envelope icon]
A verification code was sent to [email address]

Enter Verification Code
[numeric input field]

Button [Verify]
Email New Verification Code

Edit Account Management Email
Cancel

18




MFA Setup — Phone Verification

eee00 InVision T 8:00 PM 100%

n PHONE VERIFICATION

I We just sent a code by text to (***) ***-1234

123456

I Resend Phone Code

Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

Cancel

SECURITY CODE VERIFICATION
[phone icon]
A verification code was sent to (***) *** . 1234

Enter Verification Code
[numericinput field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

Cancel

SECURITY CODE VERIFICATION
[phone icon]
A verification code was sent to (***) *** . 1234

Enter Verification Code
[numeric input field]

Button [Verify]

Send New Verification Code to Phone Number
Edit Phone Number

Call Phone Number Instead of Text

Skip Phone Verification

Cancel
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MFA Setup - Preferred Verification Method

8:00 PM

seeco nVision ¥

l] PREFERRED VERIFICATION METHOD

I You may select a default method of verification
I for future identity verifications upon login.

I referred Method (optional)

an email to j****oe@gmail.com

atext to (2) **-1234

acall to (2*) *™-1234

Skip Selact

SECURITY VERIFICATION METHOD

Please select your preferred verification method. By selecting Skip,
your default method of verification will be your email address.

Email to j*****oe@gmail.com [radio button]

Text to (2**) ***-1234 [radio button]

Call to (2**) ***-1234 [radio button]

Button [Skip]
Button [Save]

SECURITY VERIFICATION METHOD

Please select your preferred verification method. By selecting Skip,

lyour default method of verification will be your email address.

Email to j*****oe@gmail.com [radio button]
Text to (2**) ***-1234 [radio button]
Call to (2**) ***-1234 [radio button]

Button [Skip]
Button [Save]
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MFA Setup — Security Preferences

sesoo |n\ision T 2:00 PM

I] SECURITY PREFERENCES

v/

2 [select Security Preference: o

I Remember this computer / device.

It is my own private device of which I'm

the only user.

Do not remember this computer / device.
This is a public and/or one that is used by

people other than myself.

2-Step Verification (optional):
If you would like to have our system

ALWAYS challenge you whenever anyone
tries to access your account (including

yourself)
Continue

1007 [

SECURITY SETUP |

[ ]Your Account Has Been Verified

Select Security Preference

nfo bubble]
fyou select "Remember this computer / device" the next time you |

in, you may be able to skip security verification. By selecting "Do not

remember this computer / device," you will have to enter a verification

code when you log in. Do not select "Remember this computer /
device" if your device is used by people you don’t trust with your
account or personal information.

Remember this computer / device. | am the only user of this compy
device.

radio button]

2-Step Verification (optional):
For additional security, 2-step verification requires your password arj

a unique verification code at every login. The verification code will be
sent to your preferred verification method (text, call or email), which
can be updated in your Security settings.

[check box]

Do not remember this computer / device. There are other users of
hared computer / device.

[radio button]

Button [Continue]

SECURITY SETUP| ]

[ ]Your Account Has Been Verified

Select Security Preference

[info bubble]

If you select "Remember this computer / device" the next time you
log in, you may be able to skip security verification. By selecting "Do
not remember this computer / device," you will have to enter a
verification code when you log in. Do not select "Remember this
computer / device" if your device is used by people you don’t trust
with your account or personal information.

Remember this computer / device. | am the only user of this
computer / device.
[radio button]

2-Step Verification (optional):

For additional security, 2-step verification requires your password
and a unique verification code at every login. The verification code
will be sent to your preferred verification method (text, call or email),
which can be updated in your Security settings.

[check box]

Do not remember this computer / device. There are other users of
this shared computer / device.

[radio button]

Button [Continue]
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10

My Account

MY ACCOUNT +

2014 LEXUS RX 350

Account Number 040772FB212

p ﬁ i -’—s ’__h- N :
% "
m——

TOTAL DUE

$894.63

Due date 30 Jan, 2016

Make Payment

& ® O

MY ACCOUNT PAYMENT HISTORY PAYOFF INFO MORE

No copy change

No copy change
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2.0

\Page

MFA SELF-SERVICE FLOWS

2.1

FORGOT USERNAME NON MFA W/ SQA (PRIVATE & PUBLIC)

Mobile Web Prototype Pages

TFS mWeb Proposed Content

LFS mWeb Proposed Content

Login

se800 nVision F

@& TOYOTA

Enable Touch ID 9| B

At login, we collect and store data about your device
(i.e., smartphone, computer or tablet) to verify your
identity.

¢ TRUSTe

Can't log in?

Register now

Privacy Terms Contact us Maore

Center Nav: [Toyota Financial Services Logo]

Already registered on toyotafinancial.com? Log in using your
username and password.

[text box] Username
[text box] Password

[Radio Button] Enable Touch ID

[info bubble]
Touch ID lets you log in to your TFS account with your

fingerprint in place of your username and password.
Button [Login]

At login, we collect and store data about your device (i.e.,
smartphone, computer or tablet) to verify your identity.

[link] Can’t log in?
[link] Register now

Center Nav: [Lexus Financial Services Logo]

Already registered on lexusfinancial.com? Log in using your
username and password.

[text box] Username
[text box] Password

[Radio Button] Enable Touch ID

[info bubble]

Touch ID lets you log in to your LFS account with your
fingerprint in place of your username and password..

Button [Login]

At login, we collect and store data about your device (i.e.,
smartphone, computer or tablet) to verify your identity.

[link] Can’t log in?
[link] Register now
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Account Management Email

sssco nVision ¥

H

B canvtLoain

Forgot Password

Cancel

Forgot Username

Account Management Email Address| §

I Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua. Ut

Forgot email?

Continue

CAN'TLOG IN

Forgot Password
Forgot Username

To help us find your username, please enter your account
management email address:

Account Management Email
[text box]

Forgot Account Management Email?

Button [Cancel]
Button [Continue]

CAN’T LOG IN

Forgot Password
Forgot Username

To help us find your username, please enter your account

nanagement email address:

[Account Management Email
[text box]

Forgot Account Management Email?

Button [Cancel]
Button [Continue]
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SQA1

ssscc InVision ¥ 8:00 PM

1 canvtroain

Forgot Password Forgot Username

Please answer the following questions.

What was your first car?

Forgot answer?

Cancel Continue

CAN'T LOG IN

Forgot Password
Forgot Username I

Please answer the following question.
[question] What was your first car?
[text box for answer]

Forgot answer?

Button [Cancel]
Button [Continue]

CAN’T LOG IN

Forgot Password
Forgot Username I

Please answer the following question.
[question] What was your first car?
[text box for answer]

Forgot answer?

Button [Cancel]
Button [Continue]
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Username modal

sssoo |n\ision

E—J
-

Your Username

skip

100% (]

Your Username is:
[Username]

Button [Login]

Your Username is:
[Username]

Button [Login]
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\Page

2.2

FORGOT USERNAME NON MFA NO SQA

Mobile Web Prototype Pages

Login

ss800 |nVision F

@@ TOYOTA

Enable Touch ID @ B

At login, we collect and store data about your device
(i.e., smartphone, computer or tablet) to verify your
identity.

7\ TRUSTe

Can't log in?

Register now

Terms Contact us More

TFS mWeb Proposed Content
Center Nav: [Toyota Financial Services Logo]

Already registered on toyotafinancial.com? Log in using your
username and password.

[text box] Username
[text box] Password

[Radio Button] Enable Touch ID

[info bubble]

Touch ID lets you log in to your TFS account with your
fingerprint in place of your username and password.

Button [Login]

At login, we collect and store data about your device (i.e.,
smartphone, computer or tablet) to verify your identity.

[link] Can’t log in?
[link] Register now

LFS mWeb Proposed Content
Center Nav: [Lexus Financial Services Logo]

Already registered on lexusfinancial.com? Log in using your
username and password.

[text box] Username
[text box] Password

[Radio Button] Enable Touch ID

[info bubble]

Touch ID lets you log in to your LFS account with your
fingerprint in place of your username and password..

Button [Login]

At login, we collect and store data about your device (i.e.,
smartphone, computer or tablet) to verify your identity.

[link] Can’t log in?
[link] Register now
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Account Management Email

sssco nVision ¥

H

B canvtLoain

Forgot Password

Account Management Email Addresy 3

Cancel

Forgot Username

I Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua. Ut

I Forgot email?

Continue

CAN'TLOG IN

Forgot Password
Forgot Username

Placeholder

Account Management Email
[text box]

Forgot Account Management Email?

Button [Cancel]
Button [Continue]

CAN’T LOG IN

Forgot Password
Forgot Username

Placeholder

[Account Management Email
[text box]

Forgot Account Management Email?

Button [Cancel]
Button [Continue]
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Mini Reg

seecc nVision =

8:00 PM

B cavroein

Forgot Password

I Please provide following infromation.

Forgot Username

Account Number

Last Four Digits of SSN

Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad

Continue

t. Call customer service for account access

Cancel

CAN’'T LOG IN

Forgot Password
Forgot Username

Account Information
Please provide the following information:

Account number

[info bubble] You can find your account number on your billing
statement. Please do not include any special characters such as %, -
spaces.

Last 4 Digits of your SSN / Tax ID

Need your account number? You can find it on a monthly statement
on your loan or lease paperwork.

Button [Cancel]
Button [Continue]

CAN'T LOG IN

Forgot Password
Forgot Username

Account Information

Please provide the following information:

Account number

[info bubble] You can find your account number on your billing
statement. Please do not include any special characters such as %, -

or spaces.

Last 4 Digits of your SSN / Tax ID

I Need your account number? You can find it on a monthly statement

or on your loan or lease paperwork.

Button [Cancel]
Button [Continue]
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Username modal

sssoo |n\ision

E—J
-

Your Username

skip

100% (]

Your Username is:
[Username]

Button [Login]

Your Username is:
[Username]

Button [Login]
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23 FORGOT USERNAME MFA COMPLIANT (PRIVATE & PUBLIC)

Login
»8800 |rVisian = 100% [ Center Nav: [Toyota Financial Services Logo] Center Nav: [Lexus Financial Services Logo]

1 Already registered on toyotafinancial.com? Log in using your| [ |Already registered on lexusfinancial.com? Log in using your
username and password. username and password.
@ TOYOTA [text box] Username [text box] Username
FINANCIAL SERVICES [text box] Password [text box] Password
1 [Radio Button] Enable Touch ID [Radio Button] Enable Touch ID
2 [info bubble] 2 [info bubble]
o Touch ID lets you log in to your TFS account with your Touch ID lets you log in to your LFS account with your
fingerprint in place of your username and password. fingerprint in place of your username and password.
(<] Button [Login] Button [Login]
° At login, we collect and store data about your device (i.e., At login, we collect and store data about your device (i.e.,
Enable Touch 1D 2 smartphone, computer or tablet) to verify your identity. smartphone, computer or tablet) to verify your identity.

[link] Can’t log in? [link] Can’t log in?

Lagin [link] Register now [link] Register now

At login, we collect and store data about your device
(i.e., smartphone, computer or tablet) to verify your

identity.
7 TRUSTe
Can't log in?
Register now
i o lerms Contact us More
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Account Management Email

sssco nVision ¥

H

B canvtLoain

Forgot Password

Cancel

Forgot Username

Account Management Email Address I

I Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua. Ut

Forgot email?

Continue

CAN'T LOG IN

Forgot Password
Forgot Username

To help us find your username, please enter your account
management email address:

Account Management Email
[text box]

Forgot Account Management Email?

Button [Cancel]
Button [Continue]

CAN’T LOG IN

Forgot Password
Forgot Username

To help us find your username, please enter your account

nanagement email address:

[Account Management Email
[text box]

Forgot Account Management Email?

Button [Cancel]
Button [Continue]
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MFA Challenge

TFS detects that you're logging in from a new

device, browser or location. To confirm your
identity, we will send a verfication code to the
security phone number or email address listed
on your account.

Where should we send your code?

By email to j"**doe@gmail.com
By text to (***) ***-1234

By a phone call to (***) ***-1234

Cancel Send Code

| don't have access to the contact points shown

SECURITY VERIFICATION

To confirm your identity, we will either email, text or call you with a
one-time verification code. Please select your preference:

Email to j*****oe@gmail.com [radio button]

Text to (***) ***-1234 [radio button]
Call to (***) ***-1234 [radio button]

Button [Cancel]
Button [Send Code]

I don't have access to the contact points shown

SECURITY VERIFICATION

To confirm your identity, we will either email, text or call you with a
one-time verification code. Please select your preference:

Email to j*****oe@gmail.com [radio button]
Text to (¥**) ***-1234 [radio button]
Call to (***) ***-1234 [radio button]

Button [Cancel]
Button [Send Code]

I don't have access to the contact points shown
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Model displayed when | don't have access to the contact points shown. is
selected. (New)

sesco InVision T 10045 (M-

We're Unable To Access Your Account

Please try logging inlater or call our Customer Service
Center at 1-800-874-3822.

We’re Unable To Access Your Account

Please try logging in later or call our Customer Service Center at
1-800-874-8822.

Button [Close]

We’re Unable To Access Your Account

Please try logging in later or call our Customer Service Center at 1-
800-874-7050.

Button [Close]
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Username

sesco |nVision F 100% ()
Your Usernameis: | [ Your Username is:
[Username] [Username]
Button [Login] Button [Login]

Your Username

skip
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24 FORGOT PASSWORD NON MFA W/ SQA (PRIVATE & PUBLIC)

Login
»8800 |rVisian = 100% [ Center Nav: [Toyota Financial Services Logo] Center Nav: [Lexus Financial Services Logo]

1 Already registered on toyotafinancial.com? Log in using your| [ |Already registered on lexusfinancial.com? Log in using your
username and password. username and password.
@ TOYOTA [text box] Username [text box] Username
FINANCIAL SERVICES [text box] Password [text box] Password
1 [Radio Button] Enable Touch ID [Radio Button] Enable Touch ID
2 [info bubble] 2 [info bubble]
o Touch ID lets you log in to your TFS account with your Touch ID lets you log in to your LFS account with your
fingerprint in place of your username and password. fingerprint in place of your username and password.
(<] Button [Login] Button [Login]
° At login, we collect and store data about your device (i.e., At login, we collect and store data about your device (i.e.,
Enable Touch 1D 2 smartphone, computer or tablet) to verify your identity. smartphone, computer or tablet) to verify your identity.

[link] Can’t log in? [link] Can’t log in?

Lagin [link] Register now [link] Register now

At login, we collect and store data about your device
(i.e., smartphone, computer or tablet) to verify your

identity.
7 TRUSTe
Can't log in?
Register now
i o lerms Contact us More

36




Username

sseco nlision ¥ 8:00 PM

[l CAN'T LOGIN

Forgot Password

Please provide following information to reset
your password.

Username

Cancel Continue

Forgot Username

I Forgot username?

CAN'TLOG IN

Forgot Password
Forgot Username

Please provide the following information to reset your password.

Username
[text box]

Forgot Username?

Button [Cancel]
Button [Continue]

CAN’T LOG IN

Forgot Password
Forgot Username

Please provide the following information to reset your password.

Username
[text box]

Forgot Username?

Button [Cancel]
Button [Continue]
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SQA2&3

ssscc |nVision §:00 PM 100% ]

B canvToain

Forgot Passward Forgot Username

Please answer the following questions.

What was your first car?

Forgot answer?

What is the first name of your best friend?

Forgot answer?

Cancel Continue

CAN'TLOG IN

Forgot Password
Forgot Username

Please answer the following questions.

[question] What was your first car?

[text box for answer]

Forgot answer?

[question] What is the first name of your best friend?
[text box for answer]

Forgot answer?

Button [Cancel]
Button [Continue]

CAN’T LOG IN

Forgot Password
Forgot Username

Please answer the following questions.

[question] What was your first car?

[text box for answer]

Forgot answer?

[question] What is the first name of your best friend?
[text box for answer]

Forgot answer?

Button [Cancel]
Button [Continue]
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New password

se800 [nVision ¥ 2:00 PM

Bl cavr o

Forgot Password Forgot Username

Please choose a new password

I New Password

Password is case sensitive

Password Strength

Requirements

May not contain username or previous password
8-20 characters

At Least 1 Letter

At Least 1 Number

At Least 1 symbol @

No more than 2 consecutive repeating
characters @

'S EE T

| Confirm New Password

Cancel Continue

CAN’T LOG IN

Forgot Password
Forgot Username

Please choose a new password

New Password

Password is case sensitive
[eye icon] Show

[text box]

Password Strength
[scale]

Requirements

May not contain username or previous password.

X or check] 8 - 20 characters

[X or check] At least 1 letter

[X or check] At least 1 number

[X or check] At least 1 symbol

[infobubble] 1@ #S%A&*()_+-=[1\;*,./:“

[X or check] No more than 2 consecutive repeating characters
[info bubble] 111, aaa, !!!

Confirm Your Password
[eye icon] Show
[text box]

Button [Cancel]
Button [Submit]

CAN’T LOG IN

Forgot Password
Forgot Username

Please choose a new password

New Password

Password is case sensitive
[eye icon] Show

[text box]

Password Strength
[scale]

Requirements

May not contain username or previous password.

X or check] 8 - 20 characters

[X or check] At least 1 letter

[X or check] At least 1 number

[X or check] At least 1 symbol

linfo bubble] ~!@#S%A&*()_+-=[]1\;*,./:“

[X or check] No more than 2 consecutive repeating characters
[info bubble] 111, aaa, !!!

Confirm Your Password
[eye icon] Show
[text box]

Button [Cancel]
Button [Submit]
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Login

see00 |nVizion ¥

Your Password Has Been Reset

Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aligua. Ut
enim ad minim veniam, quis nostrud
exercitation ullameco laboris nisi ut aliquip ex

Login

Your Password Has Been Reset
Your Password has been reset successfully!

Button [Login]

Your Password Has Been Reset
Your Password has been reset successfully!

Button [Login]
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25 FORGOT PASSWORD NON MFA COMPLIANT NO SQA

Login
se800 |F\ision = 100% ) Center Nav: [Toyota Financial Services Logo] Center Nav: [Lexus Financial Services Logo]
1 Already registered on toyotafinancial.com? Log in using your| [ |Already registered on lexusfinancial.com? Log in using your
username and password. username and password.
@ TOYOTA [text box] Username [text box] Username
FINANCIAL SERVICES [text box] Password [text box] Password
1 [Radio Button] Enable Touch ID [Radio Button] Enable Touch ID
2 [info bubble] 2 [info bubble]
o Touch ID lets you log in to your TFS account with your Touch ID lets you log in to your LFS account with your
fingerprint in place of your username and password. fingerprint in place of your username and password.
(<] Button [Login] Button [Login]
° At login, we collect and store data about your device (i.e., At login, we collect and store data about your device (i.e.,
Enable Touch 1D 2 smartphone, computer or tablet) to verify your identity. smartphone, computer or tablet) to verify your identity.

[link] Can’t log in? [link] Can’t log in?

Lagin [link] Register now [link] Register now

At login, we collect and store data about your device
(i.e., smartphone, computer or tablet) to verify your

identity.
7 TRUSTe
Can't log in?
Register now

lerms Contact us More
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Username

sseco nlision ¥ 8:00 PM

I] CAN'T LOGIN

Forgot Password

Please provide following information to reset
your password.

Username

Cancel Continue

Forgot Username

I Forgot username?

CAN'T LOG IN

Forgot Password
Forgot Username

Please provide the following information to reset your password.

Username
[text box]

Forgot Username?

Button [Cancel]
Button [Continue]

CAN’T LOG IN

Forgot Password
Forgot Username

Please provide the following information to reset your password.

Username
[text box]

Forgot Username?

Button [Cancel]
Button [Continue]
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Mini Reg

ss800 |nVision F 2:00 PM

l] CAN'T LOGIN

Forgot Password Forgot Username

I Please provide following infromation.

Account Number

Last Four Digits of SSN

Lorem ipsum dolor sit amet, consectetur

adipisicing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad

Continue

Cancel

CAN’'T LOG IN

Forgot Password
Forgot Username

Account Information

Please provide the following information:

Account Number

[info bubble] You can find your account number on your billing
statement. Please do not include any special characters such as %, -
spaces.

Last 4 Digits of your SSN / Tax ID

Need your account number? You can find it on a monthly statement
on your loan or lease paperwork.

Button [Cancel]
Button [Continue]

CAN'T LOG IN

Forgot Password
Forgot Username

Account Information

Please provide the following information:

Account Number

[info bubble] You can find your account number on your billing
statement. Please do not include any special characters such as %, -

or spaces.

Last 4 Digits of your SSN / Tax ID

I Need your account number? You can find it on a monthly statement

or on your loan or lease paperwork.

Button [Cancel]
Button [Continue]
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New password

se800 [nVision ¥ 2:00 PM

n CAN'T LOGIN

Forgot Password Forgot Username

Please choose a new password

New Password

Password is case sensitive

Password Strength

Requirements

May not contain username or previous password
8-20 characters

At Least 1 Letter

At Least 1 Number

At Least 1 symbol @

No more than 2 consecutive repeating
characters @

'S EE T

Confirm New Password

Cancel Continue

CAN'T LOG IN

Forgot Password
Forgot Username

Please choose a new password

New Password

Password is case sensitive
[eye icon] Show

[text box]

Password Strength
[scale]

Requirements

May not contain username or previous password.

X or check] 8 - 20 characters

[X or check] At least 1 letter

[X or check] At least 1 number

[X or check] At least 1 symbol

[infobubble] 1@ #S%A&*()_+-=[1\;*,./:“

[X or check] No more than 2 consecutive repeating characters
[info bubble] 111, aaa, !!!

Confirm Your Password
[eye icon] Show
[text box]

Button [Cancel]
Button [Submit]

CAN’T LOG IN

Forgot Password
Forgot Username

Please choose a new password

New Password

Password is case sensitive
[eye icon] Show

[text box]

Password Strength
[scale]

Requirements

May not contain username or previous password.

X or check] 8 - 20 characters

[X or check] At least 1 letter

[X or check] At least 1 number

[X or check] At least 1 symbol

linfo bubble] ~!@#S%A&*()_+-=[]1\;*,./:“

[X or check] No more than 2 consecutive repeating characters
[info bubble] 111, aaa, !!!

Confirm Your Password
[eye icon] Show
[text box]

Button [Cancel]
Button [Submit]
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Login

see00 |nVizion ¥

Your Password Has Been Reset

Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aligua. Ut
enim ad minim veniam, quis nostrud
exercitation ullameco laboris nisi ut aliquip ex

Login

Your Password Has Been Reset

Your password has been reset successfully!

Button [Login]

Your Password Has Been Reset
Your password has been reset successfully!

Button [Login]
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2.6 FORGOT PASSWORD MFA COMPLIANT (PRIVATE & PUBLIC)

Login
»8800 |rVisian = 100% [ Center Nav: [Toyota Financial Services Logo] Center Nav: [Lexus Financial Services Logo]

1 Already registered on toyotafinancial.com? Log in using your| [ |Already registered on lexusfinancial.com? Log in using your
username and password. username and password.
@ TOYOTA [text box] Username [text box] Username
FINANCIAL SERVICES [text box] Password [text box] Password
1 [Radio Button] Enable Touch ID [Radio Button] Enable Touch ID
2 [info bubble] 2 [info bubble]
o Touch ID lets you log in to your TFS account with your Touch ID lets you log in to your LFS account with your
fingerprint in place of your username and password. fingerprint in place of your username and password.
(<] Button [Login] Button [Login]
° At login, we collect and store data about your device (i.e., At login, we collect and store data about your device (i.e.,
Enable Touch 1D 2 smartphone, computer or tablet) to verify your identity. smartphone, computer or tablet) to verify your identity.

[link] Can’t log in? [link] Can’t log in?

Lagin [link] Register now [link] Register now

At login, we collect and store data about your device
(i.e., smartphone, computer or tablet) to verify your

identity.
7 TRUSTe
Can't log in?
Register now
i o lerms Contact us More
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Username

sseco nlision ¥ 8:00 PM

[l CAN'T LOGIN

Forgot Password

Please provide following information to reset
your password.

Username

Cancel Continue

Forgot Username

I Forgot username?

CAN'T LOG IN

Forgot Password
Forgot Username

Please provide the following information to reset your password.

Username
[text box]

Forgot Username?

Button [Cancel]
Button [Continue]

CAN’T LOG IN

Forgot Password
Forgot Username

Please provide the following information to reset your password.

Username
[text box]

Forgot Username?

Button [Cancel]
Button [Continue]
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MFA Challenge

sseco nVision T 8:00 PM

nlﬂENTITY VERIFICATION

TFS detects that you're logging in from a new
device, browser or location. To confirm your
identity, we will send a verfication code to the
security phone number or email address listed
on your account.

Where should we send your code?

I By email to j"**doe@gmail.com
By text to (***) ***-1234

By a phone call to (***) ***-1234

Cancel Send Code

| don't have access to the contact points shown

SECURITY VERIFICATION

To confirm your identity, we will either email, text or call you with a
one-time verification code. Please select your preference:

Email to j*****oe@gmail.com [radio button]
Text to (***) ***-1234 [radio button]
Call to (***) ***-1234 [radio button]

Button [Cancel]
Button [Send Code]

I don't have access to the contact points shown

SECURITY VERIFICATION

To confirm your identity, we will either email, text or call you with a

one-time verification code. Please select your preference:
Email to j*****oe@gmail.com [radio button]

Text to (¥**) ***-1234 [radio button]

Call to (***) ***-1234 [radio button]

Button [Cancel]
Button [Send Code]

I don't have access to the contact points shown
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Model displayed when | don't have access to the contact points shown. is
selected. (New)

sesco InVision T 10045 (M-

We're Unable To Access Your Account

Please try logging inlater or call our Customer Service
Center at 1-800-874-3822.

We’re Unable To Access Your Account

Please try logging in later or call our Customer Service Center at
1-800-874-8822.

Button [Close]

We’re Unable To Access Your Account

Please try logging in later or call our Customer Service Center at 1-
800-874-7050.

Button [Close]
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MFA Challenge
g p— I SECURITY CODE VERIFICATION I SECURITY CODE VERIFICATION
senco [nVision 5 8:00 PM 100% [
[envelope icon] [envelope icon]
IDENTITY VERIFICATION
n I A verification code was sent to [email address] I A verification code was sent to [email address]
I Enter Verification Code I Enter Verification Code
[numeric input field] [numeric input field]
Button [Verify] Button [Verify]
Email New Verification Code Email New Verification Code
Verify by Phone Number Instead Verify by Phone Number Instead
I Enter the code sent to your email: I don’t have access to this contact point I I don’t have access to this contact point
j*****0e@gmail.com I Cancel Cancel

I Enter Code

Email New Verification Code

Verify by Phone Mumber Instead

| don't have access to this contact point

I Cancel Login
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New password

se800 [nVision ¥ 2:00 PM

n CAN'T LOGIN

Forgot Password Forgot Username

Please choose a new password

New Password

Password is case sensitive

Password Strength

Requirements

May not contain username or previous password
8-20 characters

At Least 1 Letter

At Least 1 Number

At Least 1 symbol @

No more than 2 consecutive repeating
characters @

'S EE T

Confirm New Password

Cancel Continue

CAN'TLOG IN

Forgot Password
Forgot Username

Please choose a new password

New Password

Password is case sensitive
[eye icon] Show

[text box]

Password Strength
[scale]

Requirements

May not contain username or previous password.

X or check] 8 - 20 characters

[X or check] At least 1 letter

[X or check] At least 1 number

[X or check] At least 1 symbol

[infobubble] 1@ #S%A&*()_+-=[1\;*,./:“

[X or check] No more than 2 consecutive repeating characters
[info bubble] 111, aaa, !!!

Confirm Your Password
[eye icon] Show
[text box]

Button [Cancel]
Button [Submit]

CAN’T LOG IN

Forgot Password
Forgot Username

Please choose a new password

New Password

Password is case sensitive
[eye icon] Show

[text box]

Password Strength
[scale]

Requirements

May not contain username or previous password.

X or check] 8 - 20 characters

[X or check] At least 1 letter

[X or check] At least 1 number

[X or check] At least 1 symbol

linfo bubble] ~!@#S%A&*()_+-=[]1\;*,./:“

[X or check] No more than 2 consecutive repeating characters
[info bubble] 111, aaa, !!!

Confirm Your Password
[eye icon] Show
[text box]

Button [Cancel]
Button [Submit]
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Login

see00 |nVizion ¥

Your Password Has Been Reset

Lorem ipsum dolor sit amet, consectetur
adipisicing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aligua. Ut
enim ad minim veniam, quis nostrud
exercitation ullameco laboris nisi ut aliquip ex

Login

Your Password Has Been Reset

I Your password has been reset successfully!

Button [Login]

Your Password Has Been Reset
Your password has been reset successfully!

Button [Login]
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